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R, IEBKRAERR, BRARTER NETCA BFHAIEZRN, TR 3
M 22 r FERIRFEMDIAIERSS.

NETCA TAIHAZRARIFTE B REPL T EIEEFIH4T NETCA CPS, FHikK
HEERATSRE.

BEEEAIE B FEAUHE, NETCAAEARREFNEE TS5 MR CA, F7
X2 MR CA HITARIZERAIXS  LAUERAT FRIARRIN A=K, [ErY, NETCA
BAEESIE CA FIEET—1"4% CA, ITFaLUSESIEE SR CA FikR
BIEIEP.

=8 NETCA CPS hWRAFEMUAIETRZHEE OID 79 1.3.6.1.4.1.18760.1.10,
1.3.6.1.4.1.18760.20.10.3. 1.3.6.1.4.1.18760.20.10.2 BHEFBRAHHE (A
RHEAEBRFERE) EXRO—RMEREIEBIMNE , 1ZSSIE BT AFIESE
Z. EBT, NETCA CPS TEMAIEP SRS OID /3 2.16.156.339.1.1.1.2.1 (HAA
2) /2.16.156.339.1.1.2.2.1 GEA HBGEF (LATEFR "EBEEINER") BTN
B (BB FEFITPEINEBER).

1.2 MHEAMSHRR

1.2.1 B

AN EZIRE (MIEEBBEFAEWSINY, &EFRA NETCA CPS, 2
NETCA FEMAIEBISFERATREAI SEBIERNAGE. ZBIRIMRATIRA (I
REBFASIANLIERATIALIWSESER), HisR—4.

1 NETCA ZERRHUII A “T"HRE B FRESAMERRAT” WK, ERRF= ARSI A 2R, “W™
EE” 5 “NETCA” BAHMEKE Y.

2 “CHRN” EREBAET “1.4 ERNH” FR AN NER7S

3 ENT FRRRART “1.4 ERRA 7 P CHUEIETR .
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1.2.2 fR&E
ZX NETCA CPS 2 NETCA RfRIsE I hRA, SHEIRAS V54,

1.2.3 #RiR
NETCA CPS HI#RxiR (OID) A : 13.6.1.41.18760.12 ; H
1.3.6.1.4.1.18760 A REEFEFANEBRATR OID,

1.3 JNIEBRRIFESR

1.3.1 BFRAIERSHE

NETCA RiRIE (P A BRHMEBRFER L) X (BFHANERSERE)
MEMGRIZ AR FNERSHM (FFR CA), 2N EZeBTFRIZFEENE
MFIATEHERI R SIS =11/, NETCA ABEFESHNRSEASAIRRE
SMHEFIER, HNHEFIERRHTEMN. THEE—RJEE, NETCA i&RIA
i (&%) REEEERS, #TEXISEEER. NETCA TRIRSH .
IREDFORIEZFIES (RA), AARKREENABEFAERS (1. &%
FIMASFIERE) MIRSEE.

1.3.1.1 NETCA R9R

NETCA i RIBEBREFELUTARN:

FS | #RCASBMK 588
1 NETCA  Root | NETCA Root ClassA 2 NETCA BEFHAIERE RS
ClassA A9 RSA ELEIRAYRFR, FRBI4 9 CN=NETCA Root

ClassA, O=NETCA Certificate Authority, C=CN,
% $9 K B A RSA 2048 fu , & H
SHATWIithRSAENncryption EEE£EKIEP, B

HA79 30 &£,
2 CCS NETCA | CCS NETCA Root L3 & NETCA BFHNITRE RS
Root L3 A9 RSA EiERAIRTR, B CN= CCS NETCA

Root L3, O=NETCA Certificate Authority, C=CN,
% 48 K E A RSA 409 {7 , {F A
SHA256WithRSAENncryption EEE£8 KIS,
BERA 20 &,
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Root L2 B9 RSA ELAIRAIBFR, FRAIE 9 CN= CCS NETCA
Root L2, O=NETCA Certificate Authority, C=CN,
= {9 &K E A RSA 409 {1 , fF A
SHA256WithRSAEncryption ER2EEEKRIUER,
B3R/ 20 £,
4 CCS  NETCA | CCS NETCA Root L1 2 NETCA B FHAIERBESR
Root L1 B9 RSA EAIRAYEFR, FRAIE 9 CN= CCS NETCA
Root L1, O=NETCA Certificate Authority, C=CN,
= 48 K BE A RSA 409 {7 , {F A
SHA256WithRSAENncryption EZEZE KL,
BXERA 20 £F,
5 CCS  NETCA | CCS NETCA SM2 Root L1 2 NETCA BB FAAIERRSS
SM2 Root L1 REH SM2 BiRRINEFR, EBlEZA CN= CCS

NETCA SM2 Root L1, O=NETCA Certificate
Authority, C=CN, ZBKEHN SM2 256 fi, {#F
SM3WithSM2Encryption &£ &IEH, B
HE9 30 &,

1.3.1.2 ERIRTAIRILEE CA

FS | tRCAZR 5AB
6 NETCA (ZZ%iz= | NETCA IIIAEZRR CATNIEARZEA—4 CA &FR,

H CA) A4 A CN=NETCA, O= NETCA Certificate
Authority, C=CN, Z$BKEH SM2 256 i1, {FF
SM3WithSM2Encryption EFEEERIEFH, B

I HREBRTHEFSINEGRAF %8I
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HA79 20 £,

1.3.1.3 & CA HIR5ISXIS

WRIEFEZAGTUIARE, NETCA BLLEIEERIAN CA DR 3 1MER: L3,
L2 F0 L1, fifiIAIXBIGNT

FH = 3

13 FREINESB D EZ, SAENEIUNBE=03EET%. RIREES
FE.

P KT ETITHMERIB =SB0 EZ (AMRREEZS), HEEKET
LIS, ELANERRIBEM LS FaREEEE,

L1 | RETE—REH T PRISDHEZ.

£ CA BRI NERAT
Fs R CA 2R =] " BB
B ==t A
1 | NETCA Root ClassA | L3 E”‘HET'E’J CA, R £ SHAT, 5
[EAEIN(EH,

CCS NETCARootL3 |L3 |-

CCS NETCARootL2 |L2 |-
CCS NETCA Root L1 L1 -

v Al W[ DN

CCS NETCA SM2 Root | L1 -
L1

6 NETCA (“%uzgE CA) | L2 | ROOTCA TFHI—”%4 CA

1.3.2 S

NETCA BUEMAAE (f8FR RA), NFRAWSZEER, 2 NETCA IR 75d%
NEICRIIAEAIE P SZENME., IS tREERE: ARERSEEFIES
W EFIHEHIER RS, HhZIBHIE B S 2T FRSER T
FRiE. FIIFPEM). HELEREE. IEBHHE. RBGES. BESHGIBIERE
. EPZE. IEREE. BRREUNAEMEEEREMEITFRS, HPE
PERENFZNHIEEZERTTRE. HEMFIEE M S EisHE NETCA i9%
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RA 1258 NETCA 5260 CPS BRI 55 Sl e I R m S T B AR

Wsg, EREHFIERWSANEEEIT, NiZR NETCA B9HIE, HITRSI
RNENEEINE, B PRESE—TRENIRS.
NETCA &% RA r#ERERIBTRA "NETCA FmiE B S a",

1.3.3 iJA
TPRAERFEE, EREEFANERSTMEESRIEBOERAISIR,
BHEMN NETCA SMZFSFERBAUHTNAHEIZRIIAVAR, (TRFEUATER:
o TEESANIEPRHIEREIRAIMIERESE;
o CEIESZIEPFHETA CPS FIHEEIMY;
o HESEZAEBARAHMIIRAIFAL.

1.3.4 {kifi5
WS BIEITH EAET NETCA ITFPRIEB REHFEBN—T5, 51TF
RENSERITABARR, KGR, BAILUAR—MIF.

1.3.5 HfittRt=
NETCA TAIEARERME B NArABBRIER R R,

1.4 EBRIE

FrAMERBIRIEE M ANISRAARE, IHAUT=F/:

o AIUER

® IS

® RFIEP

NETCA RISt eI sE AR M SRANE R EEFRINmE, EE<ABT
PAER9ELA—7Fh,

1.4.1 SRAYEBRA

IEPRE TP EREE
HEN=FAYN HBERAARER. i, BEF

MR | BUF. &b, BEF | SRR ARERFSESLEY
B AR Eh, NREBD, 1TEHFESR

B, il S ETMER TS
MASESR | BUF. &b, S-S | SBIES, REShD, 176
HFEZ
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IEPRE ITPTER EREE

A B, k. S|l | DAL B, ek, SRR
RHIER | FTAAMENRERE | BRNEREFESLEIEARLRH
EAIR RENREERREIHD

1.4.2 ZIFASEBRA
PP AT BERER RSN ERERRIER.
Z BRI SR TIEB N A,

1.5 RERETE

1.5.1 EIRAN
NETCA CPS B NETCAAIE (Ze) KRIEEBEERSHOERE, It %
PFNEEH, Wi NETCA =B,

1.5.2 BXZRER
g (+8620)-38861746
FEFHRE: CPS@cnca.net

1.5.3 CPS #itfEifitE

NETCA CPS #2&5, 3H NETCA AEFasRiZET, NE (£2) FI§
EEZRLBIER AL, 7 NETCA R (www.cnca.net!) £75/5, i% CPS
IERAE,

7£ NETCA SERABXBERAB FAT M EIENZAI, NETCANE (%
&) FIREEZERLEPRENTIEGHTAR, MUTERE, FHRIERE
IR EIGE DRFREEHH A NETCA CPS,

1.5.4 CPS &%

NETCA X+ NETCA CPS #{7™#8RUMRAIEH, B NETCA JAIE (%£)
REEBERRIIEEE ARSRAEH R AT,

FG CPS XA NSIIEMEFBIANE (Z2) RISSEERSHE, HEE
£ NETCA muf www.cnca.net _E2 3,

RIE (PREARENEBRFEZE) & (BFHANEBRSEENE) B9E,
NETCA =270 CPS [FR TG B ERRE.

4 WAIEIE R 5 — ok 1844 www.netca.net 5 www.cnca.net R ZERL KT, FIFERTH .
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1.6 EXHIES

1. CA (Certificate Authority)

EEAAERSTIIHETR. CA Z2MESMINERIEETME, 2N EtZEH
FRZFTPEENEEINAIESRRERIE =511, CA JBFEFITSS
BERINAESOHNEFIED, ANSFEBRHTER. THEE—RIEHE.

2. RA (Registration Authority)

EMAFARTEFR. RA 2 CATNERRRIRIIMES I, ARSI
IBHITRISHZ, FREEBRBAZHBEERBEFIES, IRIEREHRNE
HIE,

3. KMC (Key Management Center)
ZHEEPONEIR. BT BT PIIEIEBERYY, FHEAINEEZRE
EIRSHIEETIA,

4. NETCA
[RERFESIAEARATAIER.

5. CNCA
[TREBRFEFSNEERATENA —MEARTRA,

6. WHEE
[TREBFESINEERARNEBFINIERSS RhEZFR, FEFSSCAZFRATED
RERFREETFBSANLEERATE.

7. CPS (Certification Practice Statement)

AR SHRNEYEFR, CPS AR FAIRMWEE A R EIEEFIE
PEIHGE, BINEARBHEEE CA RAH TR LIERE TR SETHIIE
MATENGS , B PEE. IR RS. i IE BN, =P oR.
AL BB I PR ESBERES.

8. CRL (Certificate Revocation List)

HFUEPRIEHEFIRNER. CRL PIERAMTBERERIBHHIZIXZAHIE
HREFIEBNFSS, HEFIEBITF. RS ERIES SRR ERE
Fi, B CAFHNER. CRLIBENWRAMFIIBERSE, HFIERELIETIER
%, REBEREERYIRERE. RTHE. TXIHEIRNFTUES B, it
BRI BFS, FiRBHEERIAY a5 seFErvER,
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9. OCSP (Online Certificate Status Protocol)
FEEHFUIBINSEDMYEIEFR, AT EEHFIERIAE.

10. AFAIEH

BIEEMER. BRHIEBANEIMERNESATERAEERER.
AHEH, ERERER. BREUR—LT RERNHFY. BRAFRIFSH
IEBAMESIBEN T BRI ERXY, ST SREHBEEETFRISMOIERL.
M L ITERFESEF AN, KW FERERHFIEEREFREE SR,
FERSAEBRAITERZZERE.

M. BFER

RAE BN IR TIZEE2 M ISR LRE 2R, B4R
R ERVETEEEIR, ALAASIERIER AN, PilEHmA (FaiieE) #iT
EEhiE.

12. DTS ( Digital Time Stamp)
PR AR AR SSROEAR. AT AT PR AT SRIRSHRRT AR, LUERBR A MS
ERJ R MTIEE SHRSEFE.

13.LDAP (Lightweight Directory Access Protocol)
2R AFRIBAMYAYEFR. LDAP BTEIA. FEEFEBLUNEFIES
iEHFIR (CRL),

14. OID (Object Identifiers)

MNSAFAFFAYETR. OID HEMRNENBARSEAAR, FER— T BERX
K. OID B2—EHEHARDFHRITHBIZL (61a0"1.3.6.1.4.1.18760"), OID #RAERY
ENXEE ITU-T #E7F X.208 (ASN.1), &I (FODA) ATLAMERRMRECHELR
BRI MENSINRRT, FAEAFAESERT R THEBNSIFR.

15. PKI (Public Key Infrastructure)
NHESHEMIZIERIER. PKI ASHFE T IERHATFE AR A5 RBISCI
FIEERIBXAR. HR. oK. BIFNEFNES.

16. #Af8 (Private Key)
B—HARELT. BNEEUZRENSTER, ATENFER. BT
R ESHENAAFFEE— I ES .

17. 2% (Public Key)
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AJLARTRIEFER, ATIRIEENAYRAREZRIIRS, R LARSRIIER
. X, HENAYRARREE.

18. RSA &%
RSA 2 Rivest. Shamir & Adelman Fr&BERI—FPANFFE4ENNZEE,
DEICHIRAIEIRE AEM, BT MRS T REIRE D a0 ENENE.

19. URL (Uniform Resource Locator)
F—RPENMBTEIR. URL 27F Internet B www [REEF _ ERFEE
SENENFRAE.

20. BFERL
—FMRM NS LTS, ATAMEAYY, FUFAHERITRIFNZEREIRE. B
wXF USB #ZOEE, HaELithsthFR USB KEY,

21. X.509
X.509 2 ITU #I7ERY X.500 RFIBIBRIFENEF—. BARPIERE
MT—MESR,

22. ¥£35
HBABIE R HIEE IR ERINIIE.

23. ISiiE
SHER BRI RIEE ZERIRERMEH T ERYES].

24. SM2 &i%
T EERZBEE S A MIORERMEAPAEREL, 20 (GM/T 0003-
2012 SM2 fEEIfZ A tHEREEIE).

25. SM3 &3k
FEERZREEEAMINENEIVEEL, 21 (GM/T 0004-2012 SM3
BEAEER).

26. {KEEZS
NETCA ERIBHFIE RIS, AN HEZEYE=1 E5miIEFEN,
B =73 LK ER LTS . BRI N R FERIER B BRI JE A ARARSSH A .

27. PKCS#10
UERIEKIEZNE, B RSA REQTHIE, BEEX TIERERIEKRAIEH.
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I RFC 2986,

B2E (FRARHBSERER

2.1 (5B

NETCA SEER—IMUIMATHHSEE, BetisReE. NEERRSIES
BXHER. NETCA EREABEEERRTFLUATRE: IEH. CRL, IEEKE
=&, NETCA CPS &#hINRA, LIRHER NETCA AERAMAVNERE. NETCA
IEBENSEENTFE, FAREHE NETCA S EINEBFRER 553 (CRL),
FERFITPIEETG G NETCA IEPEERIBERINSESHNERE. TR
MR AT &R NETCA i (www.cnca.net) EIFIERERE FEGES,

NETCA SR EASBE(HIMNRIEN A& HRSEBFUHTIEB £
ROEAD, MEEREE DIARE.

NETCA (SEFEEEMATAFREIRIES. CPS AT, IEBIEFT T HANEAD
MEERHREAR, XERBREGS CPS MIBXEEEM—EL

B NETCA $#£1&E45, ZELILBRERE (SEEH CA 5 RA 4HPRIEEE)
Hh{Efalt CPS #1 (5k) NETCA (EREEHRINEERER.

2.2 INEEEET

2.2.1 CPS 9%

NETCA CPS —£2 NETCA 7EMu5 www.cnca.net LA P EEBR AT,
B, BIATER, HX—EREISFIERRERE. FisiERRax
SHEBEEIYERAER ], NETCA CPS A NEXEEAI 1.53 1 1.5.4
BME. BBEATEAE NETCA Mt www.cnca.net BE, WEANMALRS
1TEA,

2.2.2 i1 CRL %76

HFUEBESRRINE, NETCA BZIEBRIAAHENEEE. NETCA EHf
&% CRL LA BEMEARMTHE. RS, IEB K5 E
NETCA 89 LDAP fR528eiEEmE R EMET I EIFFRESIERF CRL BXE
B, [ET NETCA tBi2tHRAEERY OCSP RS, IEPHKE /5 4% nT SEAT HHXREUIE
PEFIIRSER.

NETCA ASERAMEFIA LDAP BRIRSSESEMEHMEPEUEF] CRL £
&, FHEKCHER R CRL NEIAEXK.

NETCA & kmREREFAIERSEEPIIFEXER, BIEXT NETCA
ASANEPH TR, T HESASREHIERNF NETCA & HASERRIRT St
RSB EESERMEAR R AFISIMAISE.
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http://www.cnca.net/
http://www.cnca.net/
http://www.cnca.net/

TINRE]
I IE 378 FEL T A GIE b 25 F ] V5.4 NET CA

2.3 R pHIIE)ERsRER

2.3.1 CPS pY& Rt EaEsa=E

NETCA XAt 4%h CPS BBRHhRA, —BEXIHINANEK. #MFE. HEEER
B, NETCA 87 www.cnca.net L%, FIE5HHI CPS £77E NETCA
=B,

NETCA RIESAHLE. WFERE. NEEHNAEEZMNEMEK, 1E
Xt CPS HIEh, EHAAEMRZEH NETCA M IHRE, XFARIZ
2N, Sy, HERFEERIEEEINEKA.

£ NETCA iR B &MY CPS, si& 8BNS, BRSEFER
Xt CPS HTEH. #hFe. VEEEEEHEI, =AUAY CPS BIbEBRAYFNIEESE
HEAPIAZS.

2.3.2 FPRIRHEIEIESTER

HEEBESKMINGE, NETCA £ 4 N REZEBEIAN KBNS EE.
PR LIEEEEREEPLAHEIRER NETCA £AA5IES,

NETCA B3 B RAHIRSTIEEEEEMNEEH A EHMIEFTIERE
B, TP E NETCA B9 LDAP fRE2BeisEiEEE L&A, TEHE
=iER,

2.3.3 CRL 9 AIEIESRE

NETCA SESHUXIEERGEHIERR, £ 4 NNIRERRHT CRL FHA MR
NETCA #9 LDAP RS 2RaIEERIERENME. MIEBHRIERLEGTHE, FIRRZ
IEPINSHIERT CRL RIS ARERAET 24 /MY, FEAEWE, 3T
LinSLRIERIAERY CRL RKETE 7 RAEFER IR, TR CA HIAIE
PREH CRL RREE—FARETER X,

#id OCSP ¥, IBREFLAEIHEENBRAEE IEBIRE, B
ETEMRESEH. HEfINS. EREERLIS, NETCA BrTLURARH
RS, BISERNEBER. BUEH. ER/BUHERRT, NETCA BIERAERNTS
BRGNP REANT S p o

2.4 WSR2 RTBRIEE

NETCA EEMIL F A EEHBRIARES. BEigEREHiIResE
IHElE, BERREENE NETCA TIEARZBERS. 100k NETCA £
RMAUSEERL, FERT NETCA EVERTBHEFEEALTEENRIRERE,
LSRR BEFUERIT P Z BREES NETCA S RIEHIRME RS

X+F NETCA %78 CPS. CRLFIEBER., WEBITPFIERKIH AT LAR
SR T RiEihE.,

JTRA BT HSINEA R AR % 16 1T


http://www.cnca.net/

TINRE]
I IE 378 FEL T A GIE b 25 F ] V5.4 NET CA

B3E BHARR5E

3.1 &8
FKHFIEPEHESEEN (Subject), BHEFRZERHIES]E, Xt
FRAERFIERE X.501 FUERAIE (Distinguished Name,&#% DN) 5=,
DN BESSLATERaEESBS:
o C, Ex
S, FiftE. mMEHETHKX
L, et
O, AR
OU, HLTRIERIJakmD =
CN, FAEFR
® E, EBFHRYE
AREMEFHRER) DN BB ImHE A B4 E.
L3 #0 L2 uE$89 DN FrEIPABEREIT &%, L1 IEPAY DN @& A
IS & BEEAURTRIBRIRISR,

3.1.1 FREFIED CN HEERR
FREUEP CN BEA T

WS | EBXRE CN EYER=R

T | DAILEE | DARE (SSDIERSXE AR ERERTR—E)

2 | WIS | HUWRR > (STEERUEYG EARER—E0)

5=, 1P ibhl, FEFERfEbI B EADSARR, SERIEER

3| WEER | esesiinmitil/ S, KSEH—5

3.1.2 DN iiBB&RER
(1) DN /REERRFRMRT] PRESL B M EEERIRSIbUL/BFR. KSR
FR;
(2) BBRFIREFRABEE—HARRZ ISR ;
(3) NMESEIREFR. BFHFE. IS ER, H—FRREMLIK,

3.2 {IREHBERIA

3.2.1 iEBBRBTATARYG X
NETCA NiEREREERHBEFERFECHFSEKRNTERE, BTER

S HRHU LR CAE O HARIERITE, CN ATREAS R FRYE
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FREESANYS, (RIERASBABIHEE, HBBRFERLTEMEIRENTRFEH .
NETCA tBEl@iFBiERK (40 PKCS #10) A =&E M BRE
EZ15E S5iHMEBIIRAIFALR.
IEBRIEE W ERIB AR EIIRENFERZRS.

3.2.2 SRR TREIA

NETCA BT IERRIEE IR R IBEM A TURBUERRIEEERE. NETCA
B EN EEE RS ENEE M INEERNRL, SiBS K EIZAEUE.
BT R =S EEEIEEMRSS, SERIRHIRE NETCA IAIEHAYEIR 5= kS
ENENS D ERSEEN. &/A89R. ERT NETCA tBFEXH IR
HIEPISHRERNESHRITHRIA, BEZTERBHEAGERRIE, LEXE
HEZA AR SO, B ZE LENSDIEEXY (8IFERRT
Bk, FERESEEESHURER), HIARINARNELSD.

— PR EEIRHL TARIE) NETCA 8 NETCA B9 RA TS B R MIA

1. BB

2. ERBEHMNI T ESUHERIEARSEEIA, B4R

m B3R

= ERRLGEAIER
HSFAMEAECIE
RDIER R AIENCIED
BRI

m EhEREYE
3. SN ASHIERRMY. BXUEHISEEINT:

m SHiE
FAZX
7Rkl
[BlZuE
FEAS{DIEA

m EhERSHIEERR

NETCA 7TEANERIBEANSHESBIHEHHIA, NITERIT IS,
BATEIRANIBRMMNEM, NETCA S B ERiERSDIBIES P F LR,

HERIEARMIRBETREENRFNEEN, NEEEinER, AL
SRR RS A S B E FRRFaERRS i, BN, B EZATIEY,

NETCA & NETCA A9 RA BB ARTANBVENBERT, KEE
HEE. LE R EH TS T (AR A RIRERE. =1 Fa%UE.
BENiIGEE) SEITFSHRERBRY IP st idEEER, BiEiWEE:
B ESZEANATTIERNNS.

XTF L2 FAiE P, EE O ERKES TR RIS =7%4E, NETCA
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— B TR NS I B RA.

T L1 S, MRPEAEED, ERERRERKRERRARIRIIN
BREICHIA.

3.2.3 NABIBHBEEIA
NETCA B EBERIEEIRRZRIBHEI A ABIEBHRIEEEE. NETCA
B LA T SMNER A SERANASY, XEAREFERRET:

¢ MEXHEFEZERIEBENASHRIRMG
o EIKIERZTEIE

® BYB=HEEHIETIRS

e HiEiHa

e Hfth NETCA A AIAAMIS

ESEHE (BBEFEZIIREINFPEIR) HIEEEHE, NETCA %
F "ENEEZERIEBEENASHINERY" wZEFPE5.

—RBER T, NARBEMEHRIATERZ NETCA 8tH RA #TEHEZ
RerfiA

1. BiEER. PTAESEERHRBEMNAFRBEIE, BEFREINESHYIRE

& NETCA 981z, HBEHRIERVWIAHMETMEEE.
2. NABMIEBEREL. BROHARRENT:

m SHE

= FPOR

m AR

m [EZIE

m FEASDIEA

m EMhERSHIEESER

NETCA 7TEANERIBEANSHESBIHEHNHA, NITERIE IS,
BATEIRANIBRMMNEA, NETCA Sl B ERiERSDIBIES P F L.

HEREARMIRBETREENRNEEN, NEEEinER, RiEAL
SRR ARG A S A B E FRRFaERRS i, BN, B EZATIEY,

NETCA 5H RA I BZIEAREANBLENBR T, XNE=GER
HEFIRSZEEITPER, FEAGRAISZEREETIFIINSE.

N F L2 HFUEH, ESOEZKRTETEFIA S = EZEUE,
NETCA —f&ABH TIPS D EEIZEFRIA.

XF L1 IR, MERERNMASD, HEZREXRBKEARRIBEIRAINR
BEICA.

3.2.4 &HRBAIE
IS ARBREILES, BRKIEFBASDIIARZES, KA 3.2.2, 3.23
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IEBRERIE ARIBDS), IRTUERAXI BN RHNRFERHAEIN. FRINREE
ERREWR. gttt 1P bk, WS,

NETCA =X RA I BSZIEAREANBVLENBR T, XKNE=HEE
HIEHIRFEEIT PN RBEBAMNSEHHEN, RBEABERSISZERN
EETIERINS.

3.2.5 AFRIETRIER
RERIEIFTFIRY, I TFARNT P EATERRIER., NETCA — AT I0IE.

3.2.6 HIZIAIESRERBBIHA
1. RA
o RA FIEERIMIIMIZIANEANIE, HEMEZIKIEAX 3.2.2 Y
EiH1T, FFH NETCA H{TsoitiIERETARS 0.
® RA RUEREH NETCA iRIBAESEEERFEEINE, ERFE
BNEEE, EafEEfE NETCA RUEEE.
2. WSBZEAR
® NETCA g9Il555238 A R NETCA st Efr/E RA HIMERVER R,
o ST ARNEMIRT BDAFENANLEBRBFENRMEN, T8
MFFE NETCA HIHEFINE.

3.2.7 CA HHEINERIER

NETCA BT A gz ENESRIE CA BB BERIAIE, IERBmPOE,
SHAAMEFROEMERIAIERIXER. 80 NETCA EHE CA #1T THIERIAIE,
$E1E NETCA FIRIuG 2070,

NETCA E#{THEEIAUERNEEER AEEMAINE, NRBRXEZE IR
FIBBRIESK NSRBI EN AR, YA REEERERITRE.

3.2.8 {XIEEZIFRIER
NETCA 7£ L2 =% CA S5 | ANA KT Bz &8 NETCA NS0
%, XU IZT B EIZESR NS NETCA BESSHHEIZERBY.
NETCA SH&kfiteRZ 5 IR ZiE T a5 I\, FHREEEFINTHR
i,

3.3 iEH (ZA) EFMERPISHBER]
FPEPITFPERIBEEHFSFIES (B1R) i, FELIBOERZ, F8esT
PXEFTHISIE.
NETCA AJLARALU T AR Z — R EFNEBFRISDH TR
1. AREBRRZGFEIHIHFEBNEFNHE, WSHEREY, TH
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B TR RIS D EZ,
2. FRERAAN 3.2 BHHREIESE.

3.4 ERERERPRISHDER!

HAEBITFP RIS RSN, FRLSBMNER, A 8eE5ThiEEhY

NETCA AJLIRRLA T AN Z — R GEHIEBPRIS Mt 72551

1. ARIBRXGFENHFEBNTHERE, WSHEREL, TH
B TR RS0 EZ,

2. FERAAN 3.2 BHHREIESE.

AT EPHEas FHRIREHE

4.1 iEPHEhiE
NETCA & RA SIRSLAAGER RIS, IEBERIBHISAT LAREETNAL
WEHHEEMEENSE, EARASHWEN G AR RS SABEE LS
IZEMERIIE B RIS, IEPRIBEARKIEEVRESL, BNEREIERHBA
7HH, NETCA JHERSIERRIBERIGRELE DAL, ZEDAMIIREINTR
BUDIEEIAIE PR SS, BIEESHFIER.
FIBARNBE 7 BRERITFPIMYBINE, FRXTFRENRERIRE.
FRIERIBANEPEBURMEST, I 5. TENSMHER, FIE I EREERR.
HEEERATT=ERAERE.
NETCA #==IEBERIERIEN
1. IEBEBEAMNR_ETEITEIEM NETCA FrfE RA FEEVERSEAAFRERY
HFIEPRIERIE, IRRISEKREFRER, 3B NETCA BIELER
BERRIEZRIBER.
2. REBRAX 3.2 BpERIERIRRII N SLASERRGIER RiERE RIEX
BERRERE, F NETCA siE RA #HTE. B{OEIZF03cE:.

4.2 JEHERiFLE

4.2.1 BHpEZ
NETCA 8E RA B5EIRAN 3.2 NEFHERREHTEME”Z, LILE
HBMRECH,

4.2.2 iFBEREAIESSIES
NETCA H RA MEBII SO EZANERERIE, FHimAEKEREXZERER
I, WEEFESZEBRE, FHE NETCA IBRBEREKIEK.
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HEIAREREEBISHIERME, ket emEX T P EEARRF]
ERIBIHTE, 3t NETCA siH RA IMEHREEREEN, SRELNEMIRASZ
(FTHEXZERY, SRIEERGEITPINYNASIIEK, FRIRXTXEMNE
REINS, gckimE NETCA HitbHRigZEREMH), NETCA 2H RA BIEH
HAE,

4.2.3 SIBEFHERERIRIE

—RRIER T, NETCA SMEFRERBRIAIENEEANTEE, BHENEY
TERIRLIRRI IR,

NETCA 7UFRBEIRLES SRR EIE T+ e, IXATIGAEMN
SEFIUER ERISAYLLIRRT A,

4.3 EBEL
NETCA B RIEZZANE B BRI E B A RBLAE RIS,
NETCA 5§ RA ZEBEEARHNREERSNHTRMANEREEEE,
NETCA 7EHAMIERBHIBRZERIEREN RA NBMHfE, EXUNBRELHRELR
IEH, EERIIRES, NETCA fATLINRFICRINBIBEEETBRFX,
FTieRBSEEHHEZEEMAEEERE, I NETCAINABREERFEEE
WRER, FEEERILEE, FENZEZHIBRA, EEERTUR, BEHNSM
IERERIER.
IEPEXRS, B RAFENAGEEANE, SFHTFRBIERREEFEY
SPHIATIER AR, BOEAIT P B1T P& RA JLARBUA T SNSRI !
o uh > HEEA]
£ RA ZEQEXIE SN
FRTEEAN
(S, BT
HESITFAENHER

4.4 iEBIES

4.4.1 EBRYART
IEBERE, NETCAZIEH A E] NETCA IEHEE,

4.4.2 EZEBRIBI
RIEARRWSERMERE, UTMEI—FERISNAT FEZEEIES:
1. ZPANEERRBICR LR,
2. PSRBT B R EZEE
3. RN ETEIZEEFIES;
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4. SITPLEREER
4.5 ZAXFHIEBAYER

4.5.1 {TRFASRFEBRY(ER
TP RS TR E S e EF B R AIFAE. ITPESESBIEER
DOZEBRITHEE, TEFTFRIN FEEREREIED. 1T RS UERAT %R
BFEZREREEEN. NETCA CPS fIZZ2(9thY.
1. WTPRARRYERRMASIERF "ZRME" (KeyUsage) HIEEK;
2. ITFPFABFIERRFERM ST PN AIEK;
3. ITPEGRIEPNAHERMAFAA TR FERM, BMRERLUTR
M HITRTER, HERERBFERN, NERERZEREEE
HisRERS. 1 (BIEPCRHsHiER. 58, TP R(ZLEERTA
1H);
4. TTPRFSXIEFASBANES], FERENGIEAVEHERET LLFASBROEK. it
B, HENEREENER;
5. JPAARFPBEBBETIELES,
6. JPLEHEEFABATER, NMKAYE NETCA ERiE FHEFASEXINEY
HFUEH, LIRRELERIRK,

4.5.2 (KBt AEBH25ARER

IERARE SR EXT SIEEIEBIINER, IS EE IR T XD
BHEHR, BEA IS A FERES . IBEFBNESEEEUT=
ANGH:

1. IGURZUEH9 NETCA &%k

2. MEIZIFBEGHEIN;

3. BERIZIFRREWTFHE. Hie.

IEPBRESE NETCA BUHBX(RIERETE, FFRIRARERMRRESESR, BE
SECHRZNE, HEB NS FIERIEIEE.

FERIFFSENT, IERKE RS NETCA CPS, BYEESFIEIED
(BRI IZSAN iR SRR E R B EKOT PR TH, W F ARG EIEPEZA
FIgROIERER, AREE aTLUE4RRI,

4.6 IEPEH
IR EHTREASEIER PR, BB HEHTTAERARZIRR T,
NI PER KBRS,
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4.6.1 IEBEFRAVIER
1. IFPBERIHAEEZIEAs; NETCA HERREKRER, BZEWTF%
SRSH BRI IR (E A,
2. ITPEEENRFRBIEPEI RIS,
3. NETCA BUSRBEEKRSHEX A AN IBEERE.

4.6.2 IEPEFMSKALIE

QMIBNF R EHERT LG TR :

1. EEEH, RESTERRITHER T HEIER. BIEIEBENGZEA
B, ®@id NETCA Rihs; NETCA IEBEHIHRAZEFRIE, Kid
NETCA ESHRAZREHERiEE A R P AFARFIERE XIS,
F NETCA &AFHNER. ITREEFBRGCERNECE, FRXE
FRIBANER AR R AIFASE FEGAGED. L2 ERIEPBIELER
A REKIE 2 R IRFEIMBAR, FXE NETCA MitEE.

2. B&EH, RBERTES L3, L2 ERFRBEHER. INTPsEE
NARFRIEZIEPEHFRISRINSMHOIERHEL, F NETCA s5iH RA 3T
IEPEH. HEHEAINGBERESANX 4.2 EKER., L2 %
RUEPHNBLEFTREZKMEZ L ZERFMERAR, FXE
NETCA MutfEE,

4.6.3 IFBEMPER. RHINTFRES
1. EREFNSASAX 4.3 1HE;
2. IEPEFAAMIIFANERESSAX 441, 44.2 HEHEE.

4.7 (EBZAER

R AEEST P LR — X IR R A A REAFNES, BIEH
EPERESEFHNFEREH. NETCARESITFIRMAIFAE, BREST
FRIZRRIERIEK.

4.7.1 IEBZREHRIER
1. FEFERMmERILERZE;
2. UEREHREZRBEIES;
3. UPEEERFRHIERERNENHE,
4. NETCA RISRIREREIEXAEZEZNS IBHEERR.

4.7.2 IEBZAEHIEROLIE
IEPEHEFNEKAIGIES AL 4.6.2 HE.
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4.7.3 IFPEAEMNPEL. RHTITRIES
1. EREFNSASA 4.3 1HE,;
2. MEREFHABINTIFPISERESSANY 441, 44.2 #HE,

4.8 IEHIEE
IFBRERIIEBITFIERRER M THERSICME. MRPRIE
BICHATHEZN, NFEESEHHEES.
L1 SRIEBNERTAE.

4.8.1 iEPBIEBAIIEH
T FRRHEER RS HESESIIRR DI PINTERE, XEEEE
LAR: ERBFR. RS ID. FrENM. {Eit. EBFhpAE:,

4.8.2 iFPEHEIGSRAILIE

PR ERNAFRERE BT ERIERNSMDUEE R, 2] NETCAZE RA
HITIEPRETE, EEMERARRIEAX 4.2 PEXRI, SREEMHVEEIE
BESC{4.

MRS RETFBABTEEN, WEESEFHAITFPHERIGER, ELEAT
BAN 4.2 NEKR, FERGEHEEIER (B4 49 ),

4.8.3 IEPTEMHELR. RHINTRES
1. IERTESRAEPEASAN 4.3 #HE;
2. IEPTEEITFPFERAGINTPINERESSAX 441, 442
MEER.,
3. UFREEREEFHFIERS RN CRLEASEMHBEA 4.9.5 .
4. MERIEPBTENERIBERICEHNETAIZEM, U NETCA AJLAREHRE
AFTIEH, NETCA 5H RA AFAMEXER, BRIESITFSHEES

BBELAE.
4.9 IEBAYFHETER

4.9.1 IEPEHEAYIEH

1. IEPEEHREEEIEBHE FERLES,
IERFERETRFIBIIMNB X RNEE;
EREARIIETE;
(R SHREEBIRSHEXRAIINEIER;
WP S ERRRARIBHIE R EHERE,;
1T PiER NETCA CPS 8 &1 TRUMBESRIER MY ;

o vtk W
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7. HEBER, FINEERSBERFER NETCA HTIGE s AERRIES
T EEIETE,

IEBRYEHEEET LRI FREBRIE, BalLAZNETCARNESEERRGE
HA BRI FIEREEA a0 PRI EELaE R 2IE S LM HliE .

4.9.2 IERiEHEALIE
EREIERE FENE, 1TFSEENA RN RAHESIE R FHEREER,
FHEAI 3.2 HNERIETSMHUEEME, FINETCATERARITHIE.
NETCAEHRAZAN 3.2 NERAITENEZELE, AIRERFHTH
IEPAY TR,
L1 SRR AL RSN E B FHE.
HNETCARHERAEFFHEHE—IEPHT, B E R FEIREECHEK
ZARBINTF, IMTREICHERRS T EMABAINETCA, SHEICAIBAR
BREEALITFPH, BSEEHITFEE,

4.9.3 FHiIEKAYEEPRHA

EREFTETHIEPRIIBHIA, 1TFMNE—REEMNETCASHERA, R
W PREEEHRAIENETCASHHRAMTIEHEEIC, WEEBIBIEEX, 5
FRIEPERE,

4.9.4 EBiERALE

UPRAEERBFERAFHEERMENER FIRAREINETCAEERA
BHATIFER, ATLASCHETIESR, BIERER,

FrEEPIER RS ERNETCASHRASIE A RIZTERIBA (FREE) 1
B, FRARBAREREZSERRBINFECHER. VEN, SEARA
PiBREE EECHIBAR S U ERIIA. BB mzxdE, NETCAmHERAS
A REDAHETIE B AV RRERE,

ITPERBEHIBEBERES, ME2Z/NER, HAX 3.2 HSHEZEKR
ZEINETCASHERASTSRIERAY F A BUEIERAYRIE. BT PRE7 2N\
SENETCATMRFEFLEEAY, NETCABEUEIZIELR,

L1 ERUFBANERTFAE.

4.9.5 EPTHERRASNRS

HIUHMRIEB TSGR, NETCAE30D 1 RZIEERMEINETCAS
B, AEHEACRL, B THEFERIEBREAICRIERIRTE24/N\EFRA LA
B IUEBFIBBRIURLIREY,

HFEANEBITHA S EE R SN TR R RICRLAEI.
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NETCAST)FrSERT EAFASE TR, BIERFENEERIFINEIAR
H{FFHEE®D, NETCAIRRXMHEBREARTEREN. NETCAREAX 6.2.2 A9
H75 T S SR IR R AR AYFALE.,

NETCASIMIT PRI F 2R Rb ek & se Rt TRASREESR., 1T E(ELEE
FREBINEZEINREER T, Abh RN s A ENZRERER, e
LAEFANETCAIRMHAE R ETE T ERIMIBRIHRCTHERFAE.

6.3 ZANHHEER

6.3.1 2%A)3#4
NETCAFINETCAIT FRINELSEEIEBIEANETCALR SIE TR N
B AEESR=SEIEEF, ARG ENETCARZHRFE /DS,

6.3.2 AN SIEBRYEIEE
—RR BN NN ESERN A S B NASEREREIER . BN EERE
FEEBEAEBMNNZER, (ELARERRIGITESTIREERE.
YRR EIDERAZSENS, MIESHPHEFAEEHLZLBRT,
NETCARTLAREE R EANG i1 ] P EFHER.
NETCAIRIERBEBEAFBIT30E, FTHRCAIEPHIETHIAET25E, BiR
HBEBHAWAIZ 1.3.1.1, ITFIERHNEREI—RA1E-35F, RSH55F,

6.4 HiEEE

6.4.1 BiEEURRIT=E
AUEEUEE R T ACERATAINOS. PINfEEL "MERDR" HIEE.
NETCARY "MZBENE" FIEHBEINZIERE (8HA36.2.2) . ¥1iE
HO<SEPINISEFEHNETCAF4AE, SEMHIAY, SHERITENMEIS~ER.
NETCAZEKENISS A REREIGT PR TN EeEX O <SFIPINGG :
o KENNFINER, RIERFRHIZEZIRE;
HEF. FEIHFIFFS (10 *&%$#@\~!" ) Apk;
MERBEAXHNFE;
FEEFIRERAVBFHER,;
B EBEPAEEPHNREKINFERS;
MERAITAIOSEPING.
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6.4.2 BiEEURRYRIP

NF MESE" | EEFEEBETIERREEEYIEFRPIETS.

ASFIPINIB R ERINAIFABFERARZ 8EX1E. EEEERIOSFIPIN—
RR(FRZE R ERIa e ER,, B ETARETEL.

AEEUERIENEILER (S REBAARERIIOSEKPING) |, BHE0
BliFE.
NETCATEAHAIRHR A M E ST SR sE M EBRIER ~, MEBIEEIRHITE
X, FHERFEENCR, AUHEREEUEITHE,

PN BT A ER FERAIPINGD AT B B R s B b B iR SR A 5 s
FIXPE, I T P ERAE#EPINEG,

6.5 ITRINMMER =S

6.5.1 IHBENNIMEZLEER

NETCARTFIEITIANER ARG EBEIENE I EVIANETCARNE%E T
TEIMLER , REEETRINSE RINA R e EEXLITEN (SRS,
HE. RFEML. BMEEFEIRSE) | LMRERFLGTLEERIETIRE.

NETCAL =it B <EERsRIPER, HENEHhRSIKERS
FE. (R4 EEANERNEHTT BTSSR TR S EER A eeFE .

NETCAITENNEERKS OSER/INEEKEEK, MEVWRFEER
EEXK, 1z TETEHE xS,

NETCARIAEF=RAMBRABZ R AR KRB XIEZERE ST E X,
HEEBNRLHERSE.

NETCAERRE R I MEIMEHITXC IS E LT, LUSNEEMNRIE,
Re]gepHIER B ML&AIXEE.

NETCATEAMERIER SN, BREREmARSEE MR ERFMEHI
LABRIIA.

NETCARERAEEIEM I 5 = A TEET BN KL 2 ERRIEAT
1.

6.5.2 ItEHNRLER
NETCARNITEN R AT 2 EREN LRI ENEERALTEFRIPERLD
N (e A REFIEERIFEGB17859-1999) MR : iHa)EIEHFIPAR.,
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6.6 “Enn[EAHARAES]

6.6.1 RFFFLRIEF

NETCARS N ER A BER RETER RS, FEERAIBEXEIR
TERHBE.

NETCAEKRENEPH /MG ATNEFSISO001 REE K, FESF
ExRAGERANEE B REE,

NETCARSANERRE RSB RLEEREBEER VAN ERAHITZE
MEERER.

6.6.2 FRFCGHIER

NETCASHAER ST A AR ET*N T I RRAH TR, HRER
WAV TIESLEA R BENIE); INERFHIEARFRFBRNETCAINE (L) RE
EEERSHE.

NETCATELIEAR TN T BRR ST R ZBIRHCASHITIONE, SIEWHFIMZ
Z3d.

6.6.3 ZE£EREH

NETCAINERFHIBC B R AEREPSERER, HHEHEXRIEERE
ARSI, SEREAIRFIEIAS. FHEMBSZERE. HENER
FEROHIEE. SIEANERFRFRITES, RRRAMLRGERENRE, BilE
RIFANEKL,

6.7 MILELZ I

NETCAINERFIRIFERSRERNAR, oA FERNXE, S MXKEZ
[BEREAR XNFAKIEHTRIP, HEENRHEHRSE, SHHXIEKE.
CASRARIHEGEI Z BB ERAVPNSHE L LB EMNERE, FHRARS
SHINERA,

NETCARIZZ 2R B HARIHRA . MNRRSER, RIFEEHRITER
. RBEHETIETSNE IERARTEEIBXEMEKIRE. FEXEIRENE
BERKSASHERNEBRENSERERK, BETEMEHEIXENS,

6.8 FFHIMEE

NETCATECARGFGHEPERIEIRSS 2, XATEIRSS 22K AR E R m AR E)
(UTC) , BEREEMNRHRER.

CARGFRIRTEIRSS 2R 8B ST AR S =RAURT AR, (RIERFSHEFICRT
ERIRI L2 AERRRT.

NETCARIRMEEFRIIEE, (DTS) MRSS, FFERFC 31614nfE, BENYD,
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575 EB. CRLFIOCSP

7.1 iEH

NETCASRARBERZS (GB/T 20518-2006 {SEZLHA NHEMISHE
HFIEBRIEIL) . (GM/T 0015-2012EFSM2ERBE ARSI BIERHITE)
PREESR, HFRAITU-T X.509F0RFC 5280ZEFFMENSE, SIFAZBOVRAEY
B, FOFEENY B,

7.1.1 [RES
WFPIRASAX.509 V3,

7.1.2 iEBH RIA

NETCAUER IR EY REHE:
FEHAIE (Key Usage)
IFHERS (Certificate Policies)
FAREHREZFR (Subject Alternative Names)
ELABR#I (Basic Constraints)
¥ EZEAIR (Extended Key Usage)
IFBFEE5IES &~ (CRL Distribution Points)
MANKIZSERAR (Authority Key Identifier)
FRBEAFA® (Subject Key Identifier)

o HWHEEkIE (AuthoritylnfoAccess)

NETCAtE3$%GB/T 20518, GM/T 0015-201 2t R BB F IS EFIEFHE
WVETIEERINVET B, FSHFPFEENYT R, uItRiER PSR FRIEK
Edl. BENT B—RER F/A3EREIRE,

R FNSRIBRIABEIERIRBIAIRSIERY B, NANIZESZLIES.

7.1.3 i 0ID

X FRSABZIUEFH, NETCAE 2012 F LLFI iR Z B9 1R &£ A
SHATWithRSAEncryption ELAEAIUET, HiZOIDA: 1.2.840.113549.1.1.5,
NETCATE2012FE R LAFRIR M AIREASHA256WithRSAEncryptionEiE & &
iEH, EZXOIDA: 1.2.840.113549.1.1.11

XFSM2EFRUEF, NETCAREZIRERFERASM3WithSM2EZ&ELIET,
HEXO0IDA: 1.2.156.10197.1.501,

T HEYRIES WIS A
8 NETCA AW RGN E IR I, 12356 VAL IE -5 8 0 AN 77 1) AT REAR D0 A e
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SM2EBIERNH, RIBTFRAFECCHEMENAZLEE, ODA
1.2.840.10045.2.1, NEZEH, FWRECCHIZ ASM2BEZATHERERX,
FRZOIDJ9: 1.2.156.10197.1.301,

7.1.4 iR
IERBFEABFRFMAT NS ZNERAX 3.1 B9EK, HDNZET.
545, NETCAIUAHNERSFERSZIRERYT B, TEABRBRYT EH
AL SIEBEREMEXBTMEE., LA FHpeitbit, RSSE8A0IPHbIER
193,

7.1.5 {EBZERE

NETCA {RIEExRZEEERIEXER, MENEHFERIERAE.
NETCA ERRIEFIERHEERRAIL (Key Usage) REFHEISEE T ILLEIAIE
RIRFFEAR] A TARR AR, 1T PAARES L URIEIE PRV E R A AT 18 2L
FIEBRYERD .

7.1.6 iEHERE OID

IER RIS EIEB AT EFIEFHIIINER , FHaERMRE AR RIFIERR
ISR (OID) LURIEEREME., IEBRIROIDRIER AN R AIR
SHIERIRES. IE B S RS BT AR RSB RIS AF B ER
BIEEZER. 1T U RERESHERIE BRI E A BB AN RIS FER
w8,

NETCA B9 iF $ % B OID K : 13.6.14.1.18760.1.10 K
1.3.6.1.4.1.18760.20.10.X (E{RUNITFEFT) .

IEBER oID 15488
L3 1.3.6.1.4.1.18760.1.10 BHEIARNERETFL3, OID
g #91.3.6.1.4.1.18760.1.10
1.3.6.1.4.1.18760.20.10.3
L2 1.3.6.1.4.1.18760.20.10.2
L1 1.3.6.1.4.1.18760.20.10.1

ST EE( BBt F SRR EIADNE) KIS IERREZOID
79: 2.16.156.339.1.1.1.2.1 (BHA) / 2.16.156.339.1.1.2.2.1 GEA).

7.1.7 REEPREFANSEFNHEN
FENETCAFMMAMEBANIERRIEY BIHPE S 7 CPSIRIEIRERT, 1#HtT
FEMINETCA CPSHIURL, MHRTLAFAENNETCARY { RIEEE AU SSHINY .
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7.2 CRL

NETCAAFRHICRLIGS (GB/T 20518-2006 ERLEAR NBEMIZHE
HAEPE) . (GM/T 0015-2012EF SM2EZRE EiXIEFIE BERAGE)
RITU-T X.509. RFC 5280FmEHIE.

7.2.1 RS
CRLIRASHX.509 V2,

7.2.2 CRL #1 CRL ZB¥ BIa

NETCAKRMRICRLF, B2 TLITY EBIN:

® UARNKIZIEIRAAF (Authority Key Identifier)

® CRL%ES (CRL Number)

ANERBIBMRIHLERIRE , CRLRBENSEE#IEHERIREREY & (Reason
Code) ,

NN RIB R ARREIE AR BRI KBBIICRLY BB CRLEBY R, NIARELFE
FHiZ CRLIGIEIE P AT IR

7.3 OCSP

NETCASRHOCSPIRHAELIEBIRESEIAIRSS . OCSPYEACRLIVBRI4NTE,
AL CRUR IR ATRGIERIRSEIENEI, F5{ET PR R ATRISREGIE IR
SEE.

NETCATEFHEHE—MIEPRRE, HIBERIOCSPINAE 4 MIZIEHAIOCSPIY
[z, NETCA OCSPIuRIFFERFC 696018, 1EKE TiEIT httpAE Y [E
NETCAiEROCSPIIR;, NETCA OCSPIRM & SIFBIVAE. IRSEIFHTIURT
8, MREAREIEEE.

NETCAZEIIT FFIMKE 5 S Fr REXBI R A R S S5 IR MR
FBOCSP,

7.3.1 ERFS
OCSPRAS /3 V1,

7.3.2 OCSP i RIR

NETCASKR(EFIOCSPHRXY RN, 21SRBZIOCSPIIRIRElunauthorizedi®
=9, IEBRElunknown KSR EABEIERIRBINT B, MANZEREERL
HIREIEZIEBIVAR.
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SB8E IMEHAEEITHIE T

NETCAZSTPIEBETITHIA), FHALSBZLRTEES. NETCAEES
ERBFNERSEEH JAANEERE. ERLESENERISHE, 2
FEBETESTBEAL A TR S =SS, HE$E=7
ROSMEBRR I SRR PN R L BRI

8.1 HitRYkiE

HITRATIREMEE NETCA RETRIEEEXKIEEEHKE (F
EARTMERFERE). (BFHNERSEEDE). (RIEBEEHALESHR
), LK (EEFEFERIERBREINNE) (EREEXRISHERT) &
X, BEFFREFALRSWSS, UREFRISERET, BEFEERECE
AL NETCA F9IkSSRGE. EEHIE. R2RBFRR, LIARIMEEE
M. RERSHRE. REZFNGEOER.

8.2 HHITRYIIL

RS SNBR TSI,

ShEPEETHRETEEAERE IR ). EER SRS =R NETCA
FEB S I E SR FIAERS LS TSI, FHNE. i
R SRR S AT B .

PIRBEEL TR NETCA BTN RXIUGRES. FRHUSS TR A,
EERANELSEEE. SRS, TR,

8.3 HWitEKiThRYsHER
NETCARIEEITEM AR —X, FEBFHIT REEZERIXLIT
. ANREIUFFRE RN EIREEN BT EXBRITS, 5 R ITHAEE TSR
BN AU ELASREEME,. ERRERE. EANRRETES,
EzEFALERS BRI ARNEENTF R,
ERBEIAEBISHEENEF—IX.

8.4 HitziFH A RAYEER
NETCARIPAIEREE TR IS A REKFEER FINEWSFIPKEIAK R, 122
SRS SRS EIREE)|, FHENETCAANE (£2) FHRSEERSTD.
HEREETT TR G A RAVE R B A S50 JHRE.

8.5 HitFH it ARS NETCA RIXHR
NETCARZBEIT AREKRSHEITNRILRIERZR, ANETCAER,
NETCARZBX IR BABEKREHITFENREIEXRR, TJUE
NETCAEER, tBrlLARIENETCARER.

I HRERTRESNEAERAH % 46 T



TINRE]
I IE 378 FEL T A GIE b 25 F ] V5.4 NET CA

HMERERTHEGTAE A RN IS NETCATG(HABRE T RIS Z /MO SS. W55
EREE RS MG Z IR E R R,

8.6 HITHHIHLAIANE
NETCAREBEH eI LS RHNASEELLT:
o AREH
o VISR NTEETE
& RRENETITEE
o FIAETE
® ZPRFBHTEE
® ZHIEENNE (ANEM. CPS. XSI=HIESMH)
EFFIER THEITT SIS sE REEU ERE—3BD.
ExRBAAERSEESDVARNFEFEANTEREAHHISRMEK.

8.7 MEESA ERENATHEHE

MREFH BGOSR AT BB R BT, NETCAKRE
I ETHEIR S HIEFISEIEU IEETE, FFNETCAINE (R2) RIBREEEZERS
WEHAT.

MTEANZERE, NETCARFSEMNSSHLEER, LIRSS
MBZAISZNRSEE.

8.8 HITELIFHEGRINEES R
NETCARIZETRE MU ERG I EHAERCAEIEN IR,
BRAEEEENER, NETCA—RRAAFEHITEIREER.

$I95E ZERIMATUSER
9.1 ZMA

9.1.1 IEBELMEHHZEA

NETCARHERHEAR. B, ERRENEBRREIRSZR, TTR R
2N B (B NERS KRR B NE) IXEEM L, FEEFEER
AEIR AR, NETCAREFZEAIEAIEPBRIERZE BISERRSS N Ekl 5573
BIAREA,

9.1.2 iFH&EiZER
NETCASS & ENEREFAFEIEREIIA T Z.
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9.1.3 IFPRSEEEDER
NETCAX & ZREP EFRICRUEH A Z T EHAFEARS.
NETCARIOCSPRRSZFIE EEH NI B IRSEARSRIEEZF RS 1Y
EREITIRES,

9.1.4 HElR5S%#A

NETCAZZARHACPSIIER W EIBXRIERIE TEHIRS.
SNFEFEREFIIRS, NETCABEIBKENZEA,

9.1.5 BRBIER

HAER—BARN, NETCARIEIRIE, BFFLL.

EWSZIETRES, AMBEEREERME, NETCAHIERZE, BATIR
B IENRI = INEE A,

9.2 MS5(E
NETCARIFBBHIV DT RS EFIIEITA RIS E. NETCARZE
KA FINIERSS EEF IXINETCA SRR E.
SERETREMEMEMRIRAB D B A S B ENETCAZ A EEMIE
FRA9T FPE RIS AR RIIRK, NETCARIECPSIEXERFAFERIEXIEM
TS S

9.3 AISSISRIRE

9.3.1 REEBEE
NETCATINRZR S EEEERRTFUTHRES:
o ITFHINAGBERM (5k) VHER;
NETCAREARENERNIEB W SHIRER,;
FrERIFASBIERE.;
NETCARIEITEIEFICR, ARIREZITRIMEXRITR;
NETCASIISRENGENEWER, aEmlitkl. HEER. B
MEMEIFRFHMY TAE=SERRIEE.
NETCARE SN WIERINEITHRS., FiHERRETEEER;
o [RAREEIAHIE, NETCAIRBE NS fmanEELT FIUERBLMIEHEIE
=,
o HEPHHEHAHAARENER.

9.3.2 AEREFCHAER
AT EENETCARFINIREEHE -
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o IFBFEER, URIEBRBER;
o HMNETCAMMLEFEMAGRISE. SIEIPEBEME. IEPREHRERR.
CPSEEE.
LA EEEEARATHER, BUETERERFER, (HIASRBRAELEET
FEFEarsl g, NETCARERIBIR=TRIRTF,

9.3.3 RIPREERIIFIE

NETCAREMSHIEIM. 1T, KEKELAEMEREEEEREENEN
SFIBERRERIRE.

NETCAFHRTF RIS B IRE S LR RABENETCARNAIA R 7 BER
ENVEER. MRZEIERENRAILE. iR, (ESFRiRSEE.

SNEERRFEELHTEMERRE, EXRNETCARTFEREETAERI
SR, NETCANGHERER, NRXMRETZAITERATAEM SRS
=N55, NETCARRFR(HITSIAERRIE BT A FEE RS [FRIFTA IR,
IRIARIE(=ERE.

SNETCAEEZRRTERENERT, BIEERRRIZER TOUREAI 9.3.1
PRIRE(ERRS, NETCARTLURRRIARZMEGEFFIRIER, RFUESIIR
ERIREER. XMIKERENER T RERNEKRNS, NETCATHR
EBEAIEE.

9.4 N AISTARE

9.4.1 IRFARIPHE

NETCAHITERSRACRIFERES, FTEHRXAR (BANETCARERAR TIEAR.
ITP%) DB THRNATIESE.

NETCAHRIEEZREXZMIEE, RITEZEEAMRIPREE, LIFSERE
MRIEEK,

9.4.2 {FARFALIEMER
ANETCARKEINAIER. CRUAIIANERRIEE (BFEKREA) . 1TF
RIRXERIIEARRASBALIE,

9.4.3 AFEMAIBFARIER
RIS, CRLEBRRNTFEEAHRMAIEFAER.

9.4.4 {FIPISFASERIE(E
NETCAXIAI 9.4.2 FrFlAIREFAS R TIRIF, BALEHE, REZENETCA
BN ARSBEHEMISFASE, ZIHMHAIRSANAE. FiSaiER.
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9.4.5 FRARIERHSMSRAE

NETCARFERWSSEEIRFERAX 9.4.2 FFINEIAEE, S8IFEITFSM
R50. S, MRSVEN. XEFER, NETCARBEMTFHNNS, BEHE
ZRTFRIREE.

HEEH L SeERIERERMER, FEAEAANEE. MEE E0RiEE
A, &ML ERFAMERERT, NETCAFERIGEMRANTERIFEE . KETIRIERK,
FOREENATI, 2R

9.4.6 {KEFKITHIZEFRISRINEE

SNETCAEERRER. NEBRERT, BiEARIVER TUIUKER
9.4.2 PRIFCFAMSERT, NETCARTLURIRIZR. MEEGERFIRIVER, FHA
REB ) AT RRAIRRAERE .. XMIRERBEMAEBER TRENERTINS,
NETCAFTZUEIB(HIZRAE,

9.4.7 HtE2KEBH

LA EEERAHTEMRE, ERNETCARFEHREMHIRFAGE.
NETCARTRESAN SR TINEE . SNSRIXFIREEIT 00 A A EAB S AIE(E
X355, NETCAREIREESHEXRE BT ATRFAGES RRIAAEIREK. R
RIEESE,

9.5 A~

9.5.1 NETCA EBHBRIFIIRF~IN=ER

NETCAZEFHREBIHER AR NETCAIRHAILEBEIG-AI—IENRF=, &
FRERRTATEN. BRFIFZD FNE.

NETCARATHOEB R EREHER, IR NETCARHAYE G, BT, X5,
R, RIS R BRI —IRRAN. A IR SUYETNETCA, XLEATR
FENEERTEERAISE. CPS. MBS FNERFMSE.

ERENETCATSCBEERRIER T, ITAAREEEEEBZIR. /FE. 5
LIFEIESRZ 5, (EREEZHAINETCAFERNER. ik, RBHakAIEE
SZHEBENER. Bin. XBTAHESRS.

9.5.2 NETCA {ERE 5 NR~A7=EE

NETCAEEIRS RFPERRVIERMTRE. HENRIEAEXREREFM, H
MR RRAHRNETE, NETCAREERE & A REHRRAF,

T FEGEB B AR RIEERTENETCAFERRIMSEIENE. Pl &
REREAEECLERHEPHNEHN A ERIEEXERTIERIEE=A
IR, IRBIFE. ATIBMEETIIR=NENF), mMEABRTIELEN, 8
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IERE.

fib A

FHPNETERRI AR, ARFRF. REMAGEERTIERIRS

9.6 FRiASIEGR

9.6.1 NETCA RIpFiR51B(F
NETCARJIE{RUNT :

H

9.6.2

TEHUAIE R RIBEF A ME R i B NETCARRANAYELTR B NETCARSEIR
PRI,

EERETRRS, RIERSENAER, EERPIHSESNETCARTIZE!
AUERRF—EL

BT REWIERIT P ERINEBFRIBIE R EHESERRIREER
B2 EERRRT,

BRETFPROERFFEACPSHFIESERMEK.

BRACPSHIMIE, MAEHEGERIEY, FEACRL

NETCAGREILT FRREN 5 BRI EANRY , I ERA_ L NGIEBRIERN
MR SR IERYEH

ERPRASEERSISITPIUIRS Y.

RA BIFFi2 518(R

NETCARIRAIRIFUN T :

°
°
H

RABENETCAFITRIRSZIEAE. RAEFMNEEEK, RIEER
SAZIMBINETCARIRRSAVEFIRE,

A EE P RIS A RARTAIIEER B RARIEIRIRIA,
FENFIERERIERT, (RIEEBICNFIERZ, FIEBPHEESRARIKE!
FEERE—EL

BR T REFERNTAEESN, IEBFPHSHIERHEHSEZINAEER
B2 ERRAY.

BRETPIERFEACPSHIFRELRMERK,

EANCPSHIINE, MEFMCIEIFBAYEHEERERE,
EARASIERS ST PRIIRS Y.

9.6.3 iTFHIBRA SR

J
°

FROELRINT:
RSB FEAEENNAFASRITETIE—XER, #RITFEC

&R, FEERTERN, IEBEE3E (RETH. fiEiaEH)
HFHESRITFERE.
W FPRIFATRSRENRIFRIIRIP, RERNBIARMNKIBIETERAE,

JTEREH
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o TR BHRIEIEFENETCARERAMRARIFIEEEEELM.

T FIRAZENETCAR HRART ERBIEBRIFTE MR E B SCRY.

o MREFEMNEA, BBATFMREBARBEREETRE. TREREN
REARERMEHIARSERASER, BRHINETCAERA,

o ITFBIEACPSHINE, REPATREENAIBHEEEZRIERE
Y.

o ITRHHERERZIHIER. 1TPRIENMEEIEBATRIENMIRTMAERL
5, fHlan: BEEBFRERRBERTSNAFABRTEREES (B
INEEfEEHAIFZARIATH) SiEACRLZER.

HerMrA SRS NENETCARIRS Y.

9.6.4 {KEIHRIBRRFIIEGR

REFARERN T :

o (KETIRIEAENETCA CPSUARANIT FUERBBXRAVEBBER, F 7 #E
FIEFUERBAYFERERN. KESHRRIERRE AR TR
ERNER.

® (KA EEHITPINERRI, SWERBRIER, FIBBEENETCAR R
FBERBHEEREN, RIESHNCRUICEIERBIAS, BREPES
TBEXL.

o (KIHRIEHITH, RIPHCSREACPSEIEXRE.

9.7 1BRRE

NETCAZELA T =MIER FREREE:

1. Aelf

EAMTRABRT (IENAI 9.16.5 FIHEFKEEERZER), NETCA Bg=
£.

2. REEMN

B roeiE == AT S RPN RRIE R s A ERIELIR RIS,
RERRAAEER EEIEFME It S A ERIE.

3. IRAILHE
NREARETHE N TE B TREXITIEMERARARNSSEERNRY, AE1TE
ETTERTH—HRRELOHE. TR FANLRS SEPBEFERENALE
mREAIER, BEERRTUTRE:
o HIFEWEHAEARMATE. FORNCEHN, SFEERRT0
&, EX. ERIER, MENRELESRTRERM T OmRIsEZSUs,
FLSE T NETCAR R HIEIE T,
o TREURISIRB ERREMAFH TIETERE.
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® IJPENETCARITRIBRYEEZIMERBIEBERAA.
U ERREE, KRPEAREIEIITER. Z0HT.

9.8 NETCA {Z(IHE{ERERH!

NETCA lUEERIEEHE:

o FHEESITRRIZNERMSEA—, SEUTFEIKRASEEREK.

® T NETCA NIER, BUHITFaikES T AEERIBIERIRS, S5

1 P a1 SRk,

® NETCA {R7E NETCA iFBBEXEARAFEIELL_ EIRESIRE IR (ESIE.

£ NETCA E/RA CPS, NETCA REWSNAIAURE, XF—DUEHAYFR
BYEA (BBERRTIF. BiBARKHS) NEITEESE, NETIZIE
PRESEERA, XMREE AR NETCA 5. NETCA AEBBH—IERXT
FrBIZIE P IEAS IR ARG ESEZEERASIT XTI BEN RS 2 A
B9 10 {5,

9.9 ITFHIRIA =T
1T PSSR ERUIE RS, NEIEEIT/HEERBSE NETCA =4
RR, WRT BT MR ESRIE.

9.9.1 ITPIISERIERER

o IJFHIBLEHEN, FHE. SASETSREAELER, &M NETCA
BEE T ERRERN.

o IJTHRRMEEEITKIEMFEFAAMRE, BK, PPAMAEEIR. 8K
MBS NETCA 8H RA, LIRERARERFEAS AL
A, 158k NETCA B ESERIRER.

o ITFRMEANGRER, BIRERRTAIR B, IP. BFHRES,
FEEIRICHATIRN, & NETCA B RS EZRER.

9.9.2 {KIBHIBESITER
® >KiZ NETCA CPS sy E B RtMURIBKERTT X 55, &R NETCA 8

Hitt 5 EZRER,
® >REEZ NETCA CPS SRESRBIFNEEIERREITH, MiEsk NETCA 8
Hitt5EZRER,

o RERIFPHEMHIFRESHEASEERREITH, MMi&EM NETCA
B EASERRER,
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9.10 BUHIRSEELE

9.10.1 HNHIR
NETCA CPSE &%z HitlET AR, CPSHSIEMITARRAS K A% AR,

9.10.2 &1t
SFRARICPSIETURAERET, |IRMRARICPSIEERILILL,

9.10.3 HWHRIELIESRE

NETCA CPS—EZILfE, TP RN EAZEEZIALIR, BiFK
KRN AR AR SRR AR,

9.11 WE5EN HESSIE
(RIS S5EZESEMNAE, SUSFSE5EZEIKABEVAISI
(BREEHFEBHNRTH) #HTESHIE.
SRKIEENIBRERWXI SR, FEETBEME,

9.12 {&iJ

9.12.1 (EiTEER

NETCA CPSHNETCAINIE (%) RIKEEZERISREERHTHEE, £
{AIFHENETCAIAIE (%2) RIREEZERSIANBLERBRIELRELT. EITERY
IRALENETCAINE (B2) KBREEBEZRSHME A EINETCA R uh
(www.cnca.net) , FRIXTIWFASEMEREE.

9.12.2 EHHNFIFIHAR
NETCAINILE (22) RREEEZERSBUFLHICPSIHHIIERBIRE.
RCPSEYERISBARNETN, BEEFHHR. BNR. &R, BKELSN. &
T EE, WEEHITIBIES.
NETCA CPSHUESHEERENETCARIMLYL (www.cnca.net) 237,
FrEn] gL A PEFIRELSTTFIICPSIZITER, 1A THINAIX
1. ESHEE— AR, NEETE NETCA 52 RA BiCHB R MIER IS
2. BZERANA, NnHEHRSH LZCHIERXER,;
3. XEERI e ARETHES(ERIAAIEX. NETCA tHe]LUSEIEISE
FHBE (e-mail) EITPAEXER, ZEBFRAMHEUIFELT P ERISUEBRS
2i¥8A.
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NETCA CPSHIRRBIZIE. EMFNIEMEATEIZIER. 1TFPAAEEZK
ZRAHZARTRAFRILES, MAARSXFMEE. E5M%LL.

9.12.3 WIRIEX CPS AYIEHS
MERHITIIER, BBARRICPSHITIER:
o RATHNERBARIHIA, HEWIMECPSHBERIE
o ARG B XEEMEREEAFREHET
o AEEMAITW, HEWIMBCPSHBERIE
o WAECPSHINEERRIE

9.13 FNIE

IRNETCAS SR ZIEESITH. IS ZEREFN, MIFAZ
[BFERIF AR R IR IS, RIS MMhRE RS ERZS AN
TP, (FRERZEBR, WNFHEBLYR.

9.14 EiEXE

NETCA CPSTES /S EHEIR P EIU TEEAE THIRRE, TSR,
T SRR SR EUARIETMERES, ACPSHINIT. MRS
IERTEER, BIFENRT (PEARFNERFESE) Rk (BFNER
SEENE) . (BPNDRSEREENL) %,

9.15 SiERAENTEE

NETCARRFINIEW S &2 55 /a8 FREIUTEERABRTIA R
&, SEERRT (FEARRNERTESEE) . (BFNERSEENE) .
(BB FNERSEMEEEDE) RERENEEREXEBREA. FRinEE

&
=Fo

EEHOFATNETCANERSHIER R, AJREHENEHERBUFIIX
RUYFR]. P it ORISR ARE FHERH CEEMENR.

9.16 —REFR

9.16.1 TEEHNE
NETCA CPSKNETCARIHEXR IS EIRNE. BB EEEMMANETCA
A, 255\ SMBBEMR MY,

9.16.2 HLiLFER

ENETCATNERAEHGEHE, WEEERIENITF2uEZNETCAR LSS EES,
#8155 —RARISHEMARSS ;
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ENETCARBRMRRESE AT ELEIRSS, NETCAZRTELT PR
ExRME, BEZHEMESCARNTEBRSEA.

9.16.3 SEIESRM

ENETCARIEE MRS, RE—RESEZESH CREa#IED
WARRIE—FRTTHEABITOR (BTEMERE) |, ITPIERSHEXIHY
REEFRIAERL.

9.16.4 IEHIMITHR

NETCAEEFANESE55H, RE—ANEGHUR—FERMARIEE,
AERERIRX—TTWH BEIE R B LR IRIX — T SHZ R B R M AR
%,

9.16.5 AWRIFEMR

A, RIEFRERN. FREERFAAFRERRAEWIER. AR
DRBERUSEEBARKRE, MR, KILEL. B, AR, T, K.
B, aXNFEAUNS, BHLURHSIR. A2BEESHHELITTA, &
ERTM BRI FIIBER. AEMTECEN, BUESRTEET, BldkFE.
ET. BAFHREEH.

ERFNEESF, NETCARTAARANERME SR E2EBEERDIE
BIRSH, CAREATR OISR NE 2EPRRELITE. LS
HB5%T7 (ATF) NMEHIREFINEE BB EEME,

AT ARETERANENEFIEATRAORNATIRE, I EATRAOTS
RUEERK, IR LR ZB T ERNY, BMATFIESAESRTIT AT NI%
M, IRIERZRIERGOEFATRORNATIME, NETCARTALESEFHAR
A RAFRALUESHAEBRIER—ERHETTPRIRS N TRE, B
FIEENETCA CPSH,

9.17 HEFRM

9.17.1 ZHHIERINZE

ESNETCA CPSEYHIESHEME. IESHHaEiEERKM, S5/ 8
IESZNETCA CPSHIZER, BRIE

® NETCA CPSHIEEEFTELLRSEEA;

® ZhRAIMNAIEZ HEAENETCA CPSEIR AT RITZA;

® %SRRI BEFRB{LFNETCA CPS,
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9.17.2 ZEE&HFFKIF=

[RAIERBLE, TISREEXISERUA TEENEEARE:

® FH: iFHA NETCA HI-=HFRA.

® NETCA CPS: NETCA CPS g9kRI A NETCA FR.

o MAE: EAZAZMBLAR (HEHEEHEFIEA) B

o FASH: MCIZESARLMIMSHAENFIRERIE, FASBAREEREE
NERZESRITR (BEHEEREITA) E.

o NH: MNeIZEHBLMAIMSINENFIENRIP, RNBITF (B EHEE
HEIEAN) B,

e NETCA BYFA$H: NETCA BIFASEE NETCA BONA7=, XLFASHE NETCA

RN ECAER.
® NETCABIZAH: NETCA BY21HR NETCA R, NETCA SeiFERIIX
=Y/NEN

9.17.3 IREMEH
IERRBASTPAEEE AT SICAHIREIERRENETCATERA:
o S hfp. I 8% BE. BE. BEEMIRENNEIE;
o HIAEAEMNITICIELESN, FXENSEHSEEINEIE;

o HEEZETIE,

9.17.4 FEIPIIRERA

EET A AR EEERINEEE FEFIE R EINEPRIEIER |, (£
FHF NETCA SBRIEBIA RIS [RERISEFZRE, NETCA, 1TPFK
X S BRI AR SS £ & 5B IR E.
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fisRA. ERBEXH BIR
A.l. BRIEBRSES

Y

1‘0

i RIE MLUEBALRANT FIRSIRE, JERET R, EXATF:
Id- UserCertServiceld OBJECT IDENTIFIER ::= {136 147 1876017 14}
UserCertServiceld ::= UTF8String

UserCertServicelD =& 1R%, a0 NEAFPRSSEEE, H16 14

TIKRYBEHERY HEX dRiStapk, F_HoADRE@, HF=8o7 CARR

F

A.2. EENHAEEHBTRIR

Y FEIE X ETF W EMEEERY ID MAFSMRINS—MRR, IEREY &,

EXAT:

ER

Id-Enterpriselditems OBJECT IDENTIFIER == {136 141 18760 1 15}
Enterpriselditems ;= Identification/tems
ldentificationltems ::= SEQUENCE SIZE(1..MAX) OF ldentification/tem
ldentificationltem ::= SEQUENCE{
type ltemType,
encode ItemValueEncode OPTIONAL,
value ltemValue
/
ltemType = INTEGER
ltemValueEncode .:= INTEGER
ltemValue ::= OCTET STRING

ltemType FRIE4F3EEL,
ItemValueEncode ik, FRRIHHERIRIDS T, BRIEH4SE T At

ltemValue FRRIHM4SH3RIBEE.

A3. N ABHBIRR

I FRIE X EF N AEMEEERY ID MAFSMRINE—MRR, IR E,

EXINT:

Id- Identifyltems OBJECT IDENTIFIER = {136 147 18760 1 16}
ldentificationltems .= Identification/ltems

Identificationltems &% A.2 FIEN., ItemValueEncode iF44RF55 T,
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HREeERINENRERRBLEIN, FEEERIFRErmEBH .

A4. BHEBRYEE
Iy RIE UE R EFEIENEBHMGEE FrERiEERANER) | IEET
B, EXAT:
/d- NetcaCertThumbs OBJECT IDENTIFIER ::=
{13614171876017 1217}
NetcaCertThumbs ::= SEQUENCE SIZE (1..MAX) OF NetcaCertThumb
NetcaCertThumb -= SEQUENCE{
algorithm Algorithmldentifier,
thumbValue OCTET STRING

}

algorithm FRRANEBHGEEEE,
thumbValue FREREBHLEER HASH (&,
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WL
NET CA

BIRB. (SRS

B.1. NETCA Root ClassA

NETCA Root ClassA 2 NETCA B FHFANIEIRERFHI RSA & LRI TR,
HTERNNTHR CAS,
IZARZ R CAUEBRIERATE:

CAiiE#5 DN =R IEBFS | EBRZERZBIHKE g
CN = NETCA Root ClassA 01 SHALRSA 2048bit R 2% CAEF
O = NETCA Certificate Authority
C=CN
CN = NETCA Individual ClassA CA 02 SHA1RSA 2048bit SR NAEP

= Individual ClassA CA

O = NETCA Certificate Authority
C=CN
CN = NETCA Organization ClassA CA | 03 SHA1RSA 2048bit 25 R ML E B /ML F
OU = Organization ClassA CA IR
O = NETCA Certificate Authority
C=CN
CN = NETCA Server ClassA CA 04 SHALRSA 2048bit 25 e e B AE R
OU = Server ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Secure E-mail ClassA CA | 05 SHA1RSA 2048bit Z5 R w4 T IR
OU = Secure E-mail ClassA CA +H
O = NETCA Certificate Authority
C=CN
CN = NETCA Code Signing ClassA CA | 06 SHA1RSA 2048bit R RS2 42 A+
OU = Code Signing ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Sub-1 ClassA CA 51 e5 2b 69 ab | SHA1RSA 2048bit % 4% CA E P
OU = Sub-1 ClassA CA 7b 98 1f 6d b0 CRLDP, ZRAAN/HL
O = NETCA Certificate Authority 10 86 21 f6 b2 M /44 E5 F P e
C=CN of

B.2. CCS NETCA Root L3
CCS NETCA Root L3ENETCAER FINIERE R AIRSAEERIVBR,

BIEHTFEEAANTZRCA, ZERZRCAEBRIEEINTE:
CAE#H DN &f5 IEBFAIS | EREERZRKE iz
CN = CCS NETCA Root L3 40 b7 3f b5 71 | SHA256RSA 4096bit R % CAIER
O = NETCA Certificate Authority 74 88 43 49 03
C=CN 83 22 9b 09 95
35

CN = CCS NETCA L3 Individual CA 5f 75 a8 39 7b | SHA256RSA 2048bit RN NAUEB
O = NETCA Certificate Authority b3 92 59 fc 3a

O T4k CAKBEE L SR R SAWIE £, I NETCA W35 5 XN 1 i FUR 6 1) — 4% CA.
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CAiF+H DN &#R IEBFIIS | ERHZERZPKE i
C=CN cf 08 01 b7 0
2f
CN = CCS NETCA L3 Organization CA | 4f 06 0d 73 fc | SHA256RSA 2048bit 2 RHUKEF ALK B
O = NETCA Certificate Authority 17 d9 4a f9 34 Tk
C=CN 48 12 75 db 19
1a
CN = CCS NETCA L3 Device CA 53 a4 01 2e 3d | SHA256RSA 2048bit R EAETS
O = NETCA Certificate Authority c9 af a6 05 86
C=CN 2c¢ 8d b8 do 9d
90
CN = CCS NETCA L3 Subl CA 1d 0Of 63 8d dc | SHA256RSA 2048bit RN NIWAG 5%
O = NETCA Certificate Authority 76 e4 ef 87 51 S PAET
C=CN 16 ab 01 be 17
85
CN = NETCA L3 Sub2 CA 5f 9e 31 42 6d | SHA256RSA 2048bit BERA NI )54
O = NETCA Certificate Authority ed ca 52 7c e8 SRR
C=CN ac dd 1b ce 8d
6d

B.3. CCS NETCA Root L2
CCS NETCA Root L2ENETCAERFNIFRBRAHIRSAEERNEIR, H

TEE=1NTRCA,

IZIRRBRCALEPRYE RN TER:

CAiE# DN &R IEBFYIS | EREERBAKE iz
CN = CCS NETCA Root L2 08 bb dc 8a de | SHA256RSA 4096bit R 2 CAEP
O = NETCA Certificate Authority c¢37d 7a 37 9c
C=CN df 92 12 d8 2b
de6
CN = CCS NETCA L2 Sub1 CA 1c 8f ec 57 bf | SHA256RSA 2048bit BERA NIWUG /6465
O = NETCA Certificate Authority c4 58 ad ff 27 e
C=CN 41 7b 8a e9 2f
ea
CN = CCS NETCA L2 Sub2 CA 4a b2 ad 0d b9 | SHA256RSA 2048bit BRANIHH B %55
O = NETCA Certificate Authority 77 f e3 a3 99 FH PER
c=CN 19 db 8 a2 af
b7
CN = CCS NETCA L2 Sub3 CA 6d 1a d3 5f c2 | SHA256RSA 2048bit B A N LN 1 5 2
O = NETCA Certificate Authority da 2d ce 82 5a R i+
c=CN 22 26 94 43 ad
94

B.4. CCS NETCA Root L1
CCS NETCA Root L1ENETCAERFAIERRZRFHIRSAEEIRIIZFR, B

BIETEE=1"RCA,
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IZIARERCALEBRMSRINTER:

CAE# DN Z#5 IEBESIS | EREEREBIRKE Ri&
CN = CCS NETCA Root L1 083163 f59e 96 | SHA256RSA 4096bit BER 2 CAETS
O = NETCA Certificate Authority f1dad020d340
C=CN 72 62 d8 of
CN = CCS NETCA L1 Subl CA 22 9b 0f 2b 08 96 | SHA256RSA 2048bit ZERA NIV )% 5
O = NETCA Certificate Authority 14 fb d6 ca d7 9b S FAE
C=CN 96 52 13 b4
CN = CCS NETCA L1 Sub2 CA 27 3b f3 e0 f7 1c | SHA256RSA 2048bit R NIV )% 5
O = NETCA Certificate Authority dd b7 a8 06 f6 d5 S PR
C=CN 80 ca 1d a8
CN = CCS NETCA L1 Sub3 CA 23734614 b29a | SHA256RSA 2048bit RN NIV [
O = NETCA Certificate Authority 7230c¢829eb 05 S FAE
C=CN 10 e5 e4 38

B.5. CCS NETCA SM2 Root L1

CCS NETCA SM2 Root L1ENETCAEFNITFRE RFAHISM2EE£RANE
R, ETFER— 1 "RKCA,
ZARZRCATFBHEEINTER:
CAiif$ DN Z#R IFBFIS | EREERFHKE Big
CN = CCS NETCA SM2 Root L1 527ad83a6281 | SM3WithSM2 SM2 256 st — % CAETS
O = NETCA Certificate Authority | 15883924187
C=CN e0 3388 Te
CN = CCSNETCASM2 L1 Sub1 CA | 1e 98 b9 5fe9 81 | SM3WithSM2 SM2 256 B AN N R ) P 5
O = NETCA Certificate Authority | 04 ed e3 66 9¢c a5 T P ER
C=CN db 3c 96 46

B.6. ROOTCA

ROOTCAENETCABR FAIERE RFINNAERIRCAINEARRAIRCARFR,
EAEREER— N _"RKCA,
IZARRZRCAL PRI EENTE:

CAiE¥5 DN &#R IEBFIIS | ERREREAKE Ri2/&iE
CN = ROOTCA 69 e2 fe c0 17 0Oa | SM3WithSM2 SM2 256 AR 1.3.1.2 Frid i H
0 = NRCAC 6 7b S CA
C=CN
CN = NETCA 66 al af 8b 4b aa | SM3WithSM2 SM2 256 B AN N R ) P 5
O = NETCA Certificate Authority | 97 6b a6 5d 2030 T FER
C=CN 84 29 bc 8e

JTEREE TR SRR RA R
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fIRC. SFIEPREIVRR

1R ETR — e a WHREIREY P s g
~ ANEBHER HWSERIER o BEERIER
(1L~ N AEBERR
WEH M A NS LA IEF5 N NIEF WAAUET
WA V3 V3 V3 V3
EPPFS A A A ]
AR NI R CN. OU (W), 0. C CN. OU (i), 0. C CN. OU (i), 0. C CN. OU (i), 0. C
SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit
%%@ﬁ{i&ﬁ)ﬁ /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit
/SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit
EFH R NTEET 5 AR NTEET 5 A NTEET 5 A NTEET 54
: ‘ ‘ ‘ CN. OU(HJ% ), O (] )
FRLZHR E (Ali%). CN. L. S. C E (ML), CN. OU (L) | E (AT, CN. OU (AT, L (Afig) S (Al ¢ (af
O. L.S. C O. L.S. C )
BN EHRRRE | A A A H
FRFHR AR H A H H
UEF5 SR f A A H
b FAHEBBRLZIR rfc822Name " rfc822Name dNSName/iPAddress
we | IEREHFIRSRA | A A A A
5 | PR RV Wi i ATk ik
R | BRI A A H H
digitalSignature/ digitalSignature/ digitalSignature/
nonRepudiation <L1 A& &>/ | nonRepudiation <L1 ¥ E>/ | nonRepudiation <L1 N& B>/ | digitalSignature/
keyEncipherment/ keyEncipherment/ keyEncipherment/ keyEncipherment
FHR B dataEncipherment dataEncipherment dataEncipherment
¥ EREARR (FJi%) (FTi%) (FTi%) (FTi%k)

JTARE TR SRR A A
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PP R o P 1 25 o
A EGERR (T AR S S B RR (i | HTERRSSS
B (T e L A D N W ATE R RIE P AE - (Arige)
. e ROAEF M4 (AT RO SN AN,
E R STEBRCEE (T
MiFD. § REZ{ARIRRENIR

D.1. BFRE
WIRRMIBBEEY, ISR ERATREFEERR, EVIT:

id-eleclnvoice OBJECT IDENTIFIER ::= {1 36 1 4 1 18760 11 12 12 2}
— EHE AL E Y digitalSignature

D.2. DG-Egov

WWIMARIEEEENX, DG 2 "FRE" BUHERIZ (DongGuan) , Egov 2 "BBFIKSS" B 4sFR (E-govement) ,
IR RN PR F R S M _ EIBAIEXES, EXAT:

id-DG-Egov OBJECT IDENTIFIER ::= {1 36 1 4 1 18760 11 12 12 3}

— BT L E D digitalSignature

(&EXER)

JARAE BT A NIEAT R A
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