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TEFR “NETCA” 1) FUEBBFAEWSHOER |, (REINIEHARASE | 4EPBT
INERISUENE | Bt EZeXEE., BBEiE NETCA EFk. &k. &f.
FENFESFIEREIE A ARERUAREXI SN BRI S TUHEENR
3.

NETCA %88 (PR ARHIIERFERE) K (BHAERSERNE)
EEEINEK , AARRHEBFAIERS. NETCA INERERAIREIES
NETCA (UEBRANIAE , BI CA ) (EME (IS, BI RA ) FHFUEH
R, ERKAERR |, BRARTER NETCA B FHFAUEZEN |, 1T FiRd
K 22 r FERIRFEMDIAIERSS.

NETCA TAIERZR RRIFTE B REPL T EIEEFIIT NETCA CPS , Fk
HEERAISRIE.

BEEEAIE B FBAUHE  NETCA INEHARRENFNEE 7S5 MR CA 3
XEZ MR CA #HITARERIKS LASRAT PEIARRIN BFEK. [Eit NETCA
BAEESIE CA FIEET— 1% CA, ITFOLUSESEE SR CA Fik
BIEIEP.

=8 NETCA CPS hRAFEMUAUETRZREE OID 79 1.3.6.1.4.1.18760.1.10,
1.3.6.1.4.1.18760.20.10.3. 1.3.6.1.4.1.18760.20.10.2 BGFBRAHHE (HEA
RHEANEBRFERE) EXRO—RMERIEBIME  1Z3SE B AFIE%E
Z. EBT , NETCA CPS TEMAIEP AR OID 3 2.16.156.339.1.1.1.2.1 (HAA
2)/2.16.156.339.1.1.2.2.1 GEA )EGLEP ( LANER "EBEEINER" ) [INH
B (BEBEFEZITPEINEBER).

1.2 XHEAMRSHRR

1.2.1 &R

ARIHERIZTRE (RIEBE FANESHNY , EFR7A NETCA CPS |, 2
NETCA 7ERUARIE I RE AT RE A SIRERININEE. ZRIRINRATIRS
REEFRSANEERATIAIRSER) , AEE—1H.

1 NETCA ZERRHUII A “T"HRE B FRESAMERRAT” WK, ERRF= ARSI A 2R “™
WEE” 5 “NETCA” BHMERIE Y.

2 CHMRN” EREBAET “1.4 ERBNH7 FR A NER7,

3 CEN” FREMARBRT “14 ERRA 7 0 “HUER”.
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1.2.2 [RE

ZX NETCA CPS 2 NETCA RfBISE 73R4 , SHIRAS I V5.6,

1.2.3 #RiR

NETCA CPS HI#xiR ( OID ) & : 1.3.6.1.4.1.18760.12 ; H
1.3.6.1.4.1.18760 A REEFEFZAEFRAER OID,

1.3 JNEFRRIBLR

1.3.1 BFAERSHIE

NETCA ZR{E (P ARHMERFERE) R (BHNERS EEE)
MEAGEIRIAIE-FNERRS T ( BFR CA ), BN LB FRZHEEINE
HAIAIEMAIREMNE =511, NETCA ABRFESHNESEHFERINRE
SHPRUEEAES | IR TER. iTES—RJIEE. NETCA RN
i (%% ) RIBEEEZERS , #HTAXWSEEE. NETCA TRRSHO.
RS HORIWEZIER (RA), AARREENAIEFNERSS (ZHE, B
MR EFIERE ) RIRS &I,

1.3.1.1 NETCA A9#R

NETCA ERIBBEREIFELUTARY !

FS | 1R CARBIR

1588

1 NETCA Root
ClassA

NETCA Root ClassA 2 NETCA B HANIERSB RS
HY RSA EiEIRRIEFR , ERB& 9 CN=NETCA Root
ClassA , O=NETCA Certificate Authority ,C=CN ,
2 {9 K E S RSA 2048 f1 , f& HF
SHATWithRSAENncryption EZEEZKIEE B
HA9 30 &,

2 CCS NETCA
Root L3

CCS NETCA Root L3 & NETCA B FAIERS RS
B9 RSA EAIRAYEFR , ERAIE 9 CN= CCS NETCA
Root L3 ,0=NETCA Certificate Authority C=CN ,
% {9 K B A RSA 409 fz , fF HF
SHA256WithRSAEncryption EZEE&SKIET ,

BHHRA 20 &,
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Root L2 B9 RSA EiERIIEFR , Eipl#Z/9 CN= CCS NETCA
Root L2 ,O=NETCA Certificate Authority ,C=CN ,
2 {9 K E S RSA 409 fI , & F
SHA256WithRSAENncryption EZEEXES K ,
BRI 20 £,
4 CCS  NETCA | CCS NETCA Root L1 2 NETCA B HNIERSB RS
Root L1 B9 RSA EiERRIETR , T8 CN= CCS NETCA
Root L1 ,O0=NETCA Certificate Authority ,C=CN ,
2 9 &K E A RSA 409 fI , & F
SHA256WithRSAENncryption EZEX&EKIFFH ,
BXEAA 20 £F,
5 CCS  NETCA | CCS NETCA SM2 Root L1 2 NETCA BB FHAIERRSS
SM2 Root L1 | RZHY SM2 EERAIBFR . TRBI/A CN= CCS

NETCA SM2 Root L1 , O=NETCA Certificate
Authority , C=CN , Z$BI<E N SM2 256 {3 , {58

SM3WithSM2Encryption BEZE;X&SKIEPH , B
Hi79 30 £F,

1.3.1.2 EFRIR TRIEIZIEE CA

FS | RCAZEM i5iBE

6 NETCA ( Z£Riz | NETCA AMMAEZRRE CA NIEARERIZR CA &R,

= CA) #5542 9 CN=NETCA , O= NETCA Certificate
Authority , C=CN , Z$BI<E 8 SM2 256 {i7 , F
SM3WithSM2Encryption &ZEEZERIEDH , B3

JTARE T RS AEA R A F ¥ 8 M




ik i
I T 4 500 V5.6 NET CA

HAJ9 20 £,

1.3.1.3 & CA BIX5I 55

WRIEEZSTURIARE , NETCA BLAEIEERNAT CAD A3 NEFER (L3,
L2 #0 L1, ARIIAIXHIZ0T

FH = 3l

3 MENESLB O EZ  SEENEUNE=DEEEER. BIREES
FER.

P KT ETITHMERIB =S BHEZ ( BFRREEREZ ), THEEKRET
LIS, ELANERRIBEM LS FaREEEE,

L1 | REE—REH T PRISDEHEZ.

% CA BIXIRIERINT ¢
FS 1R CA &5 &4, T
HRZERI CA  H SHA1 , &
! | NETCARootClassA |13 | 5’5“ HY fERT
JEAREINER,

CCS NETCARoot L3 | L3 |-

CCS NETCARoot L2 | L2 |-

CCS NETCA Root L1 L1 -

CCS NETCA SM2 Root | L1 -
L1

v | M| W DN

6 NETCA ( —%uz= CA)| L2 | ROOTCA THI—% CA

1.3.2 jEANE

NETCA RYGERMNAE ( BFR RA ), XFRANSZER , B NETCA R38R
NEFRAVEAE RIS ZETIY. HISSTEERE - mRER RIS
W SESAHEHFIEB - mil 55, Eh 2RIt R IS 2T PRI
BRiE. BERITFPSD. fUEEREE. IERHEF. KBOER. ZEZMMEERE
#. PR, IEREH. BRRSEUNREMEEEREETTPIWS  HpE
PRENSNHIEERERITR. HERFIEB~mIlSEISHE NETCA BI%
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ST B R B R  E.
RA 258 NETCA 5260 CPS ARl 55 SHE e I R m S T B A

A5, FEIEEEAERISRIEEENT , MR NETCA FIRRE |, FUTFAFE
FMENREINE , FT P RHE—IRERNIRS.
NETCA £ RA RHERRRIRTRA "NETCA ARV SZIER".

1.3.3 iJR
PR AEREFEE | SHEEEFARSTES KIIEXGEBHISE,
EHEM NETCA MESHEBRUHINATES I ZRIIAAR, ITRFSUTER
o THEZANERPISEHIRAIMIERESSE ;
o CIESHZLIEPFHETA CPS FIHEFRIMY ;
o A SESIANEBANBRIXIRAIFATE.

1.3.4 {kifi5
WS BRI T/ EAET NETCA iTFPRUEBREHFERN—T5 , 51TF
RENSERITABARR, KGR, BAILUARR—MIF.

1.3.5 {KieHZHG
NETCA fEIFEFIE PR HBNFEZBTE = BrfEFaEN |
SR =73 LMK ER LTS . BRI N AR AERIER B BRI JE A RARSSH .

1.3.6 HfttRt=
NETCA SAIEARERFE B FRrABRRIER R R,

1.4 iEBRA

IR RIEEIUAXISRAIAR , IBARLIT=F

® MNANIEH

o HIMES

o RFIEP

NETCA EFF R SHT R RE AR MRISANEB FIFAIRISmE |, BE<FIRET
LA ERIE—FE,
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1.4.1 EBEBRNA
NS ESi] 1T PR EAEE

HEBRAERFESLETRE

NAd S =P
PAIES | H=EAA th RS GRS

BT, el VBRI .

il P EEH AR AN
WSS | B i, S | Lo o TR T

PTA i
PAC B, &k, S|k | AAL BUF. k. SRR

RHEIEB | FIAFRENRENRE | BRIERFESLEIENARA
ERIR RENREERRSD

BT, ek, FEE

1.4.2 Z1LRSEHRFE
FIDFIEB AT ERER S AN AR EZN AR,
BINE IR PR TIEB N A.

1.5 RERETE

1.5.1 E1RAN
NETCA CPS B NETCAAIE ( &2 ) RIEEBEERSERE, It %
PFNEET , MR NETCA =&l B.

1.5.2 BXZRER
& : (+8620)-38861746
R4 - CPS@cnca.net

1.5.3 CPS HbhEERIE

NETCA CPS &£E/5 , XH NETCA A EMiAEZEL , IAIE (%% ) KI§
EEZRSBIIERMRIY £ NETCA Rif( www.cnca.net* ) &l ,i% CPS
IFECAERL,

£ NETCA UEBHEXBERF R ENSe M E@EEsizrl . NETCA TAUE (%
2 ) RIS EZRSERMEAISIENGHITHR | MEHTERE , HIRIERER
SR EEEE_ LARIEEFHFH A NETCA CPS,

4 WAIEIE R 53— S 44 www.netca.net 5 www.cnca.net EZERG T, [FIRERTH .
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1.5.4 CPS &%

NETCA 153+ NETCA CPS i#H{TP8RINRA = , BB NETCA AIE (%2 )
REEEERSIEEE ARSRAEHR AT,

F8 CPS XA SIIEMNTIEIAL (%2 ) RISESERRSHE |, RS
7£ NETCA Rut www.cnca.net _E23%q,

RIE (PRABENERFERE) & (BFHANEBRSEENE) BIHE |
NETCA #2270 CPS FR LI FEEWEREZR.

1.6 EXHES

1. CA ( Certificate Authority )

EEFAIERSHTIREFR. CA ERMBESMHINENEENG , 2N EZEHE
FRBPEENEMEFAEMREERNE=S111E. CA IBFESHNZESE
PEENRESHIEFIUES | ANHFIERHITEN. THESF RIS,

2. RA (Registration Authority )

EMHAERIEFR. RA 2 CAINEARRIRIINRSHGE |, SR IE=IE B
IBHTREHEZ  AREREERAZHEERIEFALES | LEBEFRTE
HIE,

3. KMC ( Key Management Center )
ZHEEPORETR. BT EITPIIEIEBERX | FHEAINEZRE
EIRSHEIETIA,

4. NETCA
I REBEFESAEERATRER,

5. CNCA
[ RERFREFSNERRATNS —MERR,

6. MEE
ITREBFESINEBRATINEFNIERS MhEZFR, FEfESAZFRATRD
AR FREEFBSANEBRAE.

7. CPS ( Certification Practice Statement)

ARSI EFR. CPS FEMREIAR FINIEE A N EEEFIE
FBRIFGE , BINEHARBEES CA RA# TR LIENE TR 8BTS
MALESGS  BEFIERER. HFIEPIRS. SIE BN A. iR o3E.,
A PRSI R R EEBERES.
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8. CRL ( Certificate Revocation List)

HFIEPREHEFIFRNEFR. CRL PIERMBERERINHEZIAZ BiHE
HNHFUEPFSS | HEFIEBITF. KRS AR A IE R EiffE
Fi . B CAFHAMER. CRLIBENWHRAMFIEBEZR, HFIEPRRELLFIER
%, IR EEEETRERE. KTHE. TXTHEIIRIIMESLZHE. #E
HIFIEBFS | FRB Rt B S e sefF VR,

9. OCSP (Online Certificate Status Protocol)
FEEBFUIBINSEDMMYEIERR , BT EESFIERIAE.

10. AFAIEH

BEEMRALES. ERHEEBANIHIMERNEEATERAEERER.
AHEH, ERERER. BREUR—LT RERNHFUY. BRFAFIFSHM
RSB EN T SR ERXY SESREEEEETFRISMOIERL.
M B ITRETFBSEFEN , KN BRERNALEBRERECHS D |
FERSAEBRAITERZZERE.

M. BFER

RAEBRAN IR TIZEER M ISR LSRR BN IEUE
FERVETEEEIR , BLABASESRIRR BT | BilEHA ( HlaileE ) #1T
EEhiE.

12. DTS ( Digital Time Stamp)
PRt AR RS ROEAR. AT AT PR RISRIMBIRRT AR |, LUERRR M
ERJ R AMTHEE SHRSEFE.

13. LDAP ( Lightweight Directory Access Protocol )
2R BFRIKAMYATIEFR. LDAP BTEIR. FEEFEBLUNEFIES
iEtH5IZR (CRL ),

14. OID ( Object Identifiers )

MSAFAFFAYETR. OID HEMRNENBAR S EAAR  FHEE— 1PN ERX
. OID 2—EHARRDFHRITHHIEL (5180"1.3.6.1.4.1.18760" ), OID tRAERT
ENEE ITU-T #7F X.208 (ASN.1) , B (FOPA ) ILANERMREAARZR
BRI MENSINRRT | AEAFERAESERT R THEBNSIFR.

15. PKI ( Public Key Infrastructure )
NHESHEMIZIERIER. PKI ASFE TR AT E AR A5 RBISCI
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MISTERIBEXRIAR. BR. KA. BIFIEFNES.

16. #A$H ( Private Key )
B—HARELT. BEEEUZRENSFTER AT ENFER. BE
R ESHENAAFEE—REINENESN .

17. 248 ( Public Key )
BLAATHRYEFZSE |, QU ENAIFASRS BRIRSL , BRI LARBSRINEEHR
X. X, BHENAIFATRRE.

18. RSA &%
RSA 2/ Rivest, Shamir & Adelman Fr&BBHI—FhAFFESEINEZEX ,
DEICHIRAIEIRE AEM | BT KT REIR S o a0 ENENE.

19. URL ( Uniform Resource Locator)
F—RBEMBTEIR. URL 27F Internet B www IRSEEF _ EBFEE
SENENFRAE.

20. HFERL
—FMRM NS LTS | TARMEARYY  FUFASARITRIFIZEREIRE. B
FXF USB EOEE , BELithF iR USB KEY,

21. X.509
X.509 2 ITU #lI7ERY X.500 RFIABERIFENEF—. EARPIERE
MT—MESR,

22. ¥£35
HBPABIE BB IR ERINIIE.

23. ISiiE
SPER BRI ERIEE ZERIRER MR T ERYES].

24. SM2 &i%
T EERZREES A MIMBRMEABEEREL, &1 (GM/T 0003-
2012 SM2 BRI N HZREIER),

25. SM3 &3k
FEERZREREAMINZEIVEEEL. 20 (GM/T 0004-2012 SM3
BEIEER).

JRAE BT HESINEARAR ¥ 14 7T



ik i
I T 4 500 V5.6 NET CA

26. PKCS#10
IERIENE AT H RSA REATFIE BEX TIERBERIERAVEA.
thI RFC 2986,

BE (ERRHhSEEER

2.1 (ERE

NETCA EEER—IMUIMATHHSEE | BatisiRE. NEERRSIEP
BXHER. NETCA FEEABEEERRFLUTASE (EH. CRL , IEHIKRE
=&  NETCA CPS &#HUNRA | LAREEH NETCA AERAMINER. NETCA
IEBENSEENTFE AREME NETCA SEINEBFRER 85I CRL),
FERFITPFIEETS MG NETCA IEPEERIBERINSESHNERE. TR
MAERTT AT &R NETCA i ( www.cnca.net ) EIRIERERE FEGES,

NETCA EREASEEHIMNKIENE & HRSEBFUHTIEB R
HOEAD , MR EREE DIARE.

NETCA (EEFEE NI AEIRIES. CPS AT, IEBIEEFT T HEANED
MEERHREAR | XERBRES CPS MIBXEEEN—EL

B& NETCA $=1E4 , ZILBEIEEEE ( 8 TR CA 5; RA 4HPA930E )
ch{E{al#k CPS 1 ( & ) NETCA (SEESH B ERIEERL,

2.2 INEEBET

2.2.1 CPS #i9%%h

NETCA CPS —£2 NETCA 7EMuE www.cnca.net SiLABE AP AT,
B, BIATAER , HX— BRI FIEBRERE . FrisiERRax
SHEBEEYNERAEH ], NETCA CPS A NEXEEAI 1.53 1 1.5.4
BME. BBEATEAE NETCA Mg www.cnca.net BE , WEANMALRS
1TEA,

2.2.2 i CRL &6

HAEPELE ARG  NETCA BZEPEIAAHENSERE. NETCA EHS
& CRL LIAREIEREMEIREITHE. ERNSEIER. IEBKES T
NETCA B9 LDAP fSSesaiiE e EREMEFAIEIRSIERF CRL BX(E
B [ERT NETCA 2 EtirERY OCSP RS | MEP RS 44 mT SEAT R EUIE
PEFIIRSER.

NETCA BSIERBA#MEFIA LDAP BRIRSESENEHMEREWEF] CRL £
& FRBCSIER K CRL NEIEEK.

NETCA tB& A& RERFAIERSEEERINEXER . 815X NETCA
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RERNERHITER. ITHEAREHARIEAIR NETCA & HAGIEBRIAT St
ARSSBENIERE R RAFIFNDRYZE .

2.3 EfmEdREsRER

2.3.1 CPS pY& R EaEsa=E

NETCA 5K Ad 4% CPS BERFThRA , —EXIHINANEH. *MFe. AEEEIR
Bt , NETCA 587 www.cnca.net E&7%0 , IS5 CPS &77E NETCA
=B,

NETCA RIEFAHLE. WFEE. NMEEHNAEEZNNEMEK , 2E
Xt CPS WKz , EATAEFISRZIEH NETCA M ZiHiRE, XFARIZ
2N, S8 , HERFEERIEEENEKA.

£ NETCA iR B &MY CPS |, & S BEAFNAE. BREFFAER
Xt CPS HHTEH. *hFe. VEEE=EEHAI , =5a0AY CPS BIbEBRAYFNIEESE
FEAPIATS.

2.3.2 {EPRYRHRIEEKSREE

FEPIEPES RTINS , NETCA 7 4 /NS RIZE BRI N R M ENEEE.
ITPEALIEREEREFAMEIRGHY NETCA Z2ARIES.

NETCA & B R AR MRS e =R EEE A EFREFIEBE
B ITFPFHKEI5 A7 NETCA B9 LDAP [RSS=E5ISERIERELER. THE
FIEB.

2.3.3 CRL B9&FAIEIESRER

NETCA SESHUXIEERGEHIERR £ 4 NNIRERRHT CRL FHA MR
NETCA #9 LDAP RS 2REIEERIERENME. MIEBHRIERLEGTHE , FIRRIZ
IERRERIRHT CRL ATRIRAIEEANED 24 /g, FEAREE , TR
LipSLRIERIAESHY CRL &RIKETE 7 RAEHER—IX , JITRIR CA HIHHE
PREH CRL ERSE—FARETER—X.

#8id OCSP ¥ , IBRE A LS EENBREE IEBIRE 2K
ETEMRESEH. HEfNS. EREERLUS , NETCA BrTLUR AR
ARSS | SIEERNERER. #iEH. HEX/BGEERR , NETCA BIRIRIERTS
BRGNP REATT I S p

2.4 WERRGHEEES]

NETCA FEEMuf EAMSEBERNARERE. B REHEEH IR
THEE , R REENAY NETCA TIEARZRERS. IESFIMIPR NETCA 74
ROIERER. EiY NETCA L EN BT IREESLTERIINIREE |
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VIR REHFIEBIT P A BNEIES NETCA BEREFIRNEERERL.
X3 F NETCA &7AY CPS, CRLFMERER |, iEBITPFIEBMEE ST LAA
SZIREIHE#H T RIEGA.,

B3E BRtRRSE

3.1 B3
FIRBFIEBEE 2B MR ( Subject ), BRIRTRRIZIEBHRIERFHE, X
FARRIaR77iEKA X.501 f9ER%FI# ( Distinguished Name,{&#R DN ) 7330,
DN BESaLATERn e E SR D -
o C,HEHx
S, FiEg. mHTHK
L, ittt
O, A
OU , AL TRIERI JakmD =
CN , E{KZFR
® E, BBFHRE
AREMEFRER) DN NBUERmHES BT AE.
L3 #0 L2 AE$AY DN frEIIPASELIT ™18 EZ. L1 UEBRY DN BE S
FRE & BEEIAUATRIBRIRIER.

3.1.1 FREFIED CN HEERR
ZREFUEP CN BUES AT -

w"S | BB CN B{En=t

T | DAILEE | DARE ( SEDIEREXY AR ERETR—EL)

(1) HE : FUIRMR > ( SHTHBRGEHE EARBERI—21 )
2 | MUBIESR | (2) UEHITA  DARS ( SIEBETIEHP DN ASIRY
UERRS A RARRI AR FR—EL)

5=, 1P sbhl, FEFHRAEBI B R SATRR ( SERIEERT

3| BEED | epseingiominnt ar RS SH—5)

3.1.2 DN iBB&RER
(1) DN W/REEBRFftRRI] FRESCEH e EFFEIR St /ZFR. KER
R ;
(2) BRFARBFRABEME—HIFRRE IS/ ;

S IRHU LR CAE O HARERITE, CN AT REASFEFRYE
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3) NESEABIR. BFHFE. iEEE  B—ITRREISLA ;
(4) A AIES , DN Iiwsa O I,

3.2 {IIaSHATEA

3.2.1 EABBRTARRIAE L

NETCA AIFPEHEEREBFERFHEHASERNZLIRE , BTER
FIREZEXY | (RIEFABAHIHEE | FE LB FERR S EEETPFEH,

NETCA tBElBIiEBIEK (40 PKCS #10 ) PAUEFESEMIAFBRS
EE5E SHMEBIIMAIFASE.

IERERIEE N EIRIE AR AHBRENFIEEES.

3.2.2 HS9BRTEA

NETCA BB ERIEE IR RIEMEEIA TORBUERRIEEER. NETCA
BT X E BB eI BEEA WA S D AN RRE | BB Rz 5.
BB E = EEEIREHIRS | SEBIEIHIEE NETCA NS HER SRR
ENERNSD EFRSEFER. 81A289EK. BEiY NETCA tBEXIE I HIATRAD
EIE R SHIRERNSHHITIIA | BEZTERBFHESGERERE. LIEXYE
HNEZA AR RS O, B ZEAENS DR ( BIFEARRT
Sk, IFREEETCSMHUBER ), IARINAERNELSH.

—RR IR T ERIE NETCA 8 NETCA 89 RA I {TEM B RHEIA

1. EREER

2. ERBNVIMAIAI FEREENIEASERIAR., BUEHERIEEINT ¢

m B

B EBRALEAIES
HEIEAZCIE
EHdEl B EHCUE
BUFFIESZ

m HhEXUEY
3. SN ABSHIEERY. BXUEFRISREINT -

m SpiE
FOZ
PER
B ZiE
FEAS{DIUEA

m HEtBEMSHUEEER

NETCA THAABRIBEANSHESBIREARIA NTHIR(E[IEY.

EEEER IR S NETCA BEEPRiEREIEISS I FLARR.
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EHBARHHNBBEHEEIRFNERN e SBNER | HiEAL
SRRSO EM S4B ERRIVFENERN 4, &0 , BHOFEZAFE,

NETCA B NETCA fJ RA ROV SSZHRAREANNBUERBR T , REE
RS, SSthEREECINIE S TU SRR [RInEHE. F=75Fa80E.
BEXRIEEE ) £EITFSORERRR IP HIFIEEEER | RisTWEE
AR RAEE TIFRINS.

T L AU | ESDRZKS T 2T A RIS =550z  NETCA
—RRAFHATEI NS B A A

3T L1 EE |, R RIS | HEZRERKEFRPRIRAIN
BEICHIA,

3.2.3 MPABISHBIRIA
NETCA BT EHiBE R B AR TERBUEBRISEESE. NETCA
B FT—MaSHNERGIREANASSD |, XELASFEEARRT

® HEXHEFEZERIEFBENASHRIRMG
o EIKIERZIEE

® BIYB=HEEHIETIRS

e HiEiHa

e Efth NETCAIAAELAIA

AEERHE (BBBETFEZIEBEINERRIE) BEEIERR , NETCA X
A "ENEEEERIERENABSOHERG" ( BHEZSINA ) ERARS4.

—RRER T . NABRIBENMRELITRERZ NETCA BiH RA HHTEDEX

RHRIA -

1. HiEE,

2. DNABMDIUEBERMA. BRUEFLEENT -
m SHiE
B AOR
m PER
B [\
B FEASHIUERA

m EhERSHIEERR

NETCA TEARBRIBEANSHESBIHE A NFTERIAT I,
BASTERA MR MMNE M NETCA BB RiEReSDIEIES LA,

HERIEARMIRBETREENRFNEEN B EEnER | FiEAL
SRR ARG A S A B E FRRFaERRS i |, BN , B EZATIEY,

NETCA 5 RA NIBZIEAREANEBVENBR T , XRNE=SER
HEFIRSBEEITPEN  FEAGRAISZEREETFINSE.

NF L2 BFiEH |, ESOEZIKBT SO MRS = HZEUE |
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W&
NET CA

NETCA —fR A B THIN SO B REHIA.

3T L1 S | RS RDASD | EEZRERKEFRPRIRAIN

BEICA.
3.2.4 HAERNAREHBIRIA

NETCA BT BHiBE R B AR TERBUEBRISEESE. NETCA
B EX E R ZE R IS FTRRW USSR ERIRG BB R R T5 4%
& BRI E =75 REUEEARSS | BRRIELIAEF NETCA IAOEERERTS
SKRIBENVERISHD RHASTFERY. SiEAISTIR, IR TR RIS |
T NETCA B2 S HRARIRE B SHIRRAIS DTN | FEIZA
MANRARNE IR ETWIR N ADERGER RIS, IIEXEREZS AR
RICERES DR B RE RN MR G R ERRTEDIE. FREER

ESHIERRER ), BARINARIIESSS,

—HREIRMLATERIZ) NETCA 5; NETCA B9 RA 1 TEHDERIZ R HFIA

1. ERiEE

2. BTSN TERUEHRIEARSHEEIAR. BXUEHFIEET

m SRR

S ERALEAIES
H2BEWREAZICIE
RDIrEAV R AECIES
BURFHESE

m HtE%uE

3. ZPABMIRRG. BXUEHRIEET ¢

m SHE

PO

il

[EZ1E
FEABDIUEEA

m HttEWSMIERER

4. ETEHERINETMATERNERNY | IEBETWEHR AN H. &

LR EARSE 1 RBYRIERISERMITT | IR LR BIRS {4,

5. PPN ARSDIERRRE R SEMY ( Ak ). BRULGRIZEENT

m SHE

PO

il

[EZ1E

FEABDIUEEA

Hith 5 S0 ERRE R

JRAE BT HESINEARAR



ik i
I T 4 500 V5.6 NET CA

NETCA TEANBRIBARZDANBSHELBIHREL WA , WEHFRER
I, EERERNIRAAFHEH , NETCA B HiEREES|
T LABATR.

EHBARHHNBBEHEEMRFERN e SBNER | HiEAL
SRRSO EM S4B ERRIVFENERN 4, &0 , BHOFEZAFE,

NETCA B NETCA fJ RA ROV SSZHRAREANNBUERIBR T , REE
RS, SSthEREECINIE S TU SRR [RInEHE. F=75Fa80E.
BEXRIEEE ) £EITFSORERRR IP HIFIEEEER | RisTWEE
AR RAEE TIFRINS.

T L AU | ESDRZKS T 2T A RIS =550z  NETCA
—RRAFHATEO NS B AR

3T L1 S |, RS RIWEHRNIAS | HERZRBRRKERRARE
IRRIEEICA.

3.2.5 REASAE

EHIEABRIFREIES RIKIERBASOIRRERES £A 3.2.2,3.2.3,
3.2 4 ERRERIBARIB DS  RFUERXIENIR EATRBIEEAEN. FFRAIR
BHEOIERFEIR. S, 1P it KEE,

NETCA 8¢E RA FISREARTAABLENERT , REEBE=5ER
HIENIRSEEITFESHORBBEAMNKENHEEN BEAGREWSZERM
HETIFRINS.

3.2.6 AFGIEARTPER
RERTEFTZIRY ST AZITASDEMPRIESE NETCA — AT I0IE.

3.2.7 HEMESRRRBBIRIA
1. RA
® RAFFBEWMIRTIAGEATE HEMERIKIEA 3.2.2 /Y
EOKBHT , FHEH NETCA BHTSEHAIERERTHIAE S,
® RA RIEHEH NETCA RISV S EEMEREERE | EZURE
HBNEERE  Hiz{F81E NETCA RIfEXNE.
2. WSEZHAR
® NETCA R SZIEARVJZE NETCA BiERTE RA HIHERIERR,
o ESZEARNSMIRT BRFETNLEBHBEENSREGI  1BY
TS NETCA RtBRFIRE.

3.2.8 CA tHEIAIERIER
NETCA @I AIREFERIESRIR CA BB BT SVNIE. IERRIRFILE |
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SEMMEFOEIEEINENIXE. I NETCA 5REE CA BT 7HEEINIE ,
F1E NETCA IRQus 2,

NETCA 7EH{THHEINERBERXEEZMAINE  NMRERXEEENR
FIBBNERNREBRSFRL T , AR EEEEESRTE.

3.2.9 {KEIHZHBRIER
NETCA 7£ L2 B9—%% CA iS5 I NFREIKEE D Bk & NETCA IS
IDEZ. XK ZAGNEZERNS NETCA BEENSHHZERES,
NETCA XIRENE I RIBRZIE Rt TIFEES N | FHRERERZFAIZR
B,

3.3 ilEP (#Z$A ) EFRERPRIEHBER]
HAUEPITFRBEEFHEFIED (BH ) i, FELKUIBHEZ , 16885
PXEFTHISIE.
NETCA BILARABUA T AR Z — RS EFNERFISDHTES
1. AREBRRZGFEIHIHFERNEFNHE , WSHEREY , TH
BXH TR RIS EX |
2. FERERRAR 3.2 BHRIWIRKIESDE.

3.4 EBEEERPRIEHDER]

AP P EREEESFIE PR |, FEZISDEZ , 805 5chGEHRY
UL
NETCA AJLARABUAT A — KX EHIEBFRIS O TES!

1. AREBRRZGFEIHIHFEZHTHFE  WSHhEREY , TF
BXH TR RIS EX |
2. FRERRAR 3.2 BHRIWIRKIESE.

SBAE IEBHEas FHRIR(FRIE

4.1 iEBEE

NETCA i&@i RA SERSCORGGIE-BERIE, IE-BERBHISIR T AR EN AL H1
MRE RS B AN SRR STAE Z & LA
MRS RS, IERRBARSIEEMRES , SNEREEBEBEA
Fd8, NETCA SHWHSEBEREREIZBENAL | ZED AIIRET IS
DEHTREXS , GIEESHIES,

BRI ARER TRREZITFINIAS | SRR X FRENRRENRE.
FHIRIEERIEIEBRAUEMEST T5. ZRNSHER AB(HIRRMER.
Ve ==V ae = )R E i~
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NETCA F=iFBERIERIES :

1. IEPEIBEAMR_ETEITEDEM NETCA Frf@ RA SREVERSEiAFhZERY
A PRIERIE |, IRRISEKEFERER ; 3BT NETCA B9ELER
BRFIRZRBES.

2. RIBAN 3.2 BERIEKIRRX R SLRERAGIE P ERIERISRIEX
SDUERBEEL , 2l NETCA stH RA #HT M. SOEHIZFIRE,

4.2 FBeERigE

4.2.1 B{p®HZ
NETCA 5H RA B5eiE AN 3.2 REFHERHIBEHITEMDEZ , L5
HE{pRIESCM.

4.2.2 FBHRIERIEZSIES

NETCA 5H RA WEBISHHZANERRIE | FHAZKEIEXZER
N, NZSFEZZIUEBERIE |, 78 NETCA RASIEBERIFK,

HAIREERMEBRISIMILRIH Bk ERmEXR T PEERIFRRM
LRIRIAE | Bt NETCA BiH RA IMSEHRMEEIRIEERY . BERELIERIRAS
HEXRZERRRY | SEHIBEERGEEZIT P AIRBIEK | FRlRXT NSHE
REOAE , BRiHE NETCA EftteRisZERFMRY , NETCA Bi(H RA BIIEH
HEE,

4.2.3 SMBFBERERYEIE

—RRIER T , NETCA SMEIEREHBHRENEHANTER | SdEN54
TERIRLIRRI IR,

NETCA PFRBERHLESSIERRRIAIEBHEIE T4 T |, IXATIGAEMN
SEAIEP EHIBHYRL IR AT A,

4.3 FBEL

NETCA S iR{ERZANE R ISR MAVE BN RIBAE RIS,

NETCA 5 RA ZEBI A ENIREERSVHITERMANERETEEE.
NETCA FEFSAMIEBHIBRRERIBERE RA NBMHfE | IETVABRIBLARELR
EP, EERIIEF , NETCA AR LIIRFICRIPBERETHXEZ ,
FiCBBESEEFHREZEEMAREEERE | i NETCAINARBERFEEE
ARER , FEEERIEE  FBNEZHIE RA , EEERIME , BEHEM
IEPERIER.

IFBERSS |, B RAFENAEESNE | F T FRBIERRERE FER
A TIER AR BRI P BT FE&EE. RA LRELATAUERITF ¢
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g2 S EGIREAT

£ RA S mEXIE &SN
FETEEA]

S, BFHp
HESITFAENAR

4.4 iFHIES

4.4.1 {EBRIRT
IERBERE , NETCA ZIEH &S| NETCA IEREE,

4.4.2 FFIEBRIGN
RIEARRSERMERE | LIMEEI—FERISNT P EZEES

1.

2.
3.
4.

ZPNEERBRCRLEF
W FSREE IR R EZ N E
TP E T EGZEATES |
SITPAENEESI.

4.5 ZAXFIEBAYER

4.5.1 {TPFASRFIEBAYER

TP RS TP E S e B RAIFAE. ITPESESRBIEER
INZERAYITHEE | TEFIFRIRN RSB R N REEIE R, 1T PRSI BRI 4R
BFEZREFREEEN. NETCA CPS FIEZr9thY.

1.
2.
3

U FASBRERNAESIERS "ZAMR" (KeyUsage ) RIZEK ;
T PRARFMIEBRIE RN AT ST P AIEK ;

. VT PEERIE BRI NATRARR TR FERA | BMRIERLATH

R THRFESR , FEEENEFERRN , NERRIXEREY
HAE#ES. i ( SULPERHSEIER. EH | 1TFN(FLEERRA
)

TP NRFFSERARRYES | FERENGIEATEIERELEFATRRGIRR, it
B, WENECREENBER

UPARHSIEBATIRLE

URTRBEEMBNRZEN , NRASE NETCA BISEHEFARXINAY
HFUB | LIRREILERIRK.

4.5.2 (KRS AIEBFI2ARIER
IEBAE TR EX TR FIERINHEE B EEHFIERXR 7
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BHEH  BEAERIES A FERNES . IR EREEEUT=
ANGH :

1. IUBZUEP I NETCAE L ;

2. MEEZIFRESEYEHAN ;

3. EXIZIFRREWFHE. HEie,

IEBREHkHE NETCA BUtEXIRIERETE | FFRIEARERMRREESR  BE
SECHRZZNE , BEB SN ARFIERIYEIREE.

FERIFSFE AT | IEPIKE RS NETCA CPS |, BiYEESHIEIES
R BRI AR RAERERKOT FRTH I TFARGEIEREZA
FgRSIERGER | A5 eT LRI,

4.6 EHEF
IEPEFREASEDEBFRINE BOERHMHIT AERAZER T
NI PER—IKEEREFRRIEIET,

4.6.1 IEBEFRAVER
1. IFPBERIHAEZRIEAs; NETCA HEFREKRER , BT
SRSH BRI IR (E A,
2. ITPEEENRFRBIEPEIRIS.
3. NETCA BUSRBEEKREHEX A AN IBHEERE.

4.6.2 IEPEFMEKRAILTE

WP EFEKAI LABLATRRS

1. E&EH  RESTIEBRITHER T ENER. BIEIEBENSISER
BU , #id NETCA ®i4ak NETCA iEPEHIHRATEIFRIE , Zid
NETCA (SRR EHEHEE HEXN AP AFARF I EEX IR |
FH NETCA &&Fa0IER. (JREEFBIKCENBEZE |, BRXEH
FRBANER LSBT R AIFASA TEFENIER. L2 SERUEBRIELEHT
A REST IR E 2T S IRFIMBAR , FXE NETCA MibEE.

2. B&EH , —RBERTES L3, L2 ERIFPEHER. BNTPsEES
NAFIRZDIEPEFFRISRANSMHIUERME , B NETCA 5iE RA #H{T
IEPEH. HEEHEEAGBESESANY 4.2 (EKER., L2 &
RPN BELEFIREZIRMEZAFZMREMERRARE , FXE
NETCA MutfEE.,

4.6.3 IEPEMIER. KHMTRES
1. IEPEHFNERSAEX 4.3 HE ;
2. EPEFRILMIIRTIFRIEREZSAN 44.1. 44.2 MEHER.
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4.7 iEBEAEN

IFRZHEFRIE] PEN— X EAH RIS A AR AFNES BVEH
BRIt SEHHFEEEE. NETCARESITFRMHATAE , RESHT
FRYZSARIEFTER,

4.7.1 IEBZREHRIER
1. FEFAEHRMERILERZE ;
2. UEREHAEZALEIN
3. UPEEERFRHIEBERINERHE
4. NETCA RIRIREREIER AR ZEZNS IBHEERR.

4.7.2 IEBZAEFhERAILIE
IFPZREINESKAOLIESA 4.6.2 HHE.

4.7.3 IEPEAEHIELR. RHTNTFES
1. IERBEFRIERSEN 43 f8E ;
2. IEBEFHRILMINTFRSERZERZSA 44.1. 4.4.2 HHE,

4.8 iFBEE

BT E RIS FIEERET TR, NS R
PICHABSHDN , WEESHEWEES.

L1 SEREBRNERFAE.

4.8.1 iFBEEAIISH
T FRREEE RS HESESITUTFRRHIEPATERE, XEEE0
VAR : EREFR. FIREp ID. ErEVME. ik, EBFHpMAEE,

4.8.2 iFHEHEERALIE

1] e SN RIRIE PR B RIERNS MU+ FINETCAZERA
HITEPEE, HEMSEFARIRAX 4.2 IEKRSI , BIREAEHITEIE
BASZ{4,

MREREFBABTEEN  WEBESEFHT P EVERRIOER, ECES
BA 4.2 NEK , ARGEHERIED (24 49 ),

4.8.3 IEPTEMER. KHNITRES
1. EREESRIERBERSAX 4.3 H8E ;
2. MEBZERFRITFAHFIERAMINTFRUEBEZEA 441, 442
METER.
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3. IEPETEEERTHERIERSIER CRLERSKHBREASL 4.9.5 .

4. NRIEPTE(NHRAREBICERTAIZN , U NETCA AILIREFHZ
AFOED , NETCA BiH RA AFEMEXER , MIESTT UKD
S5ELE,

4.9 IEBAYFETER

4.9.1 EBEHRIIER

1. IERZRREEFHEIE BRI FERER |
IEPERBTRFIBBINBRFRBEL |
IEPE(RRIEE ;
A SIRAOEBIRSHERAIMNEE ;
T PEEFNARREIEREHESE
1JFiE/R NETCA CPS BEiTRIMBRIER MY ;
HelER, HIREESRBERFER NETCA TGRSR A ASIES
iTHIEHE.

IEPRGEHEEEATLAZIT FRREERIE | BT LAENETCARANESHEREE
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NETCAHIRCARE TR CARIFATE HalLASAEHEHEERZDEEIBIIN
ENLZENENZEEIRRG |, DSLIRERSTIZEIREERE.
W PEILAMERNETCAIREHEB FER |, (FHAARZMNBEFERFTSH |
BRI FPFAENZE  BITPRINEFAAT LASAZIE FERS, 1T ta]
SEFREBFEI NCNEEHNLRIZ L EREMEDIRE P,

6.2.7 FASATEZRBIRRPIIRTE
FASBTERR G ROE R P 2B XA R,

6.2.8 FATARYELE

NETCARIFATARRIAN 6.2.2 RUEHISTUEHTANE | AERIEKRMBAIEE
RIFRRMEOS.

ITPRIFARIREER FEREER R SENHELZ EFRAIEERERS
HEIRMPINIBEISLCA BERNETAR. BRDHE FEREER RAIAAREIEIECE
P—EREIEEEIRA (F1E) .
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6.2.9 FhAROELE
R S AG TER E M I ik A B SRR PR S FASRIY
SERSISEIEL (BUEECE ) . NETCARURMBIRRTSRAIASL 6.2.2 fs]
FRHHTELL,
= HRES FRABUA S RO .

6.2.10 FA$RAYEHES

NETCAXYFASERT [ERIFATEI TSR | SRR EEINERERAFRIRI AR
H{FFREED  NETCAFRXFERZEARTERAT. NETCAREAX 6.2.2 AYE
F75 T SR IR R R AYFASE.

NETCAXIMIT PR EIW AT 725 Rb ek & sE R TFASHESR.. 1T =L
FREBINMEZEIIREIER T | ARG LEZEitR N e R ENZHRERER | Ay
PAEFENETCAIRRMMANE R EE T ERIMIBRIHBEHERFATE.

6.3 ZiANRHECER

6.3.1 AN

NETCAFINETCAIT NSRS M ELTFB/EINETCAZR B TEURERIER
AR ARESE =S IEIRES  HEELENEENETCAR G HRFE /DS,

6.3.2 PN SIEBRYBENES

—RR BN NN ESERN A S B NASEREREIER . ZENEERR
FBERERSEMMNZER |, (B LARSEAREITSRFIEEER.

YR FEE G EIDERIZSENY , MIEHPARFAEEHLZEBERT |
NETCATJLAREE SRR ARG i1 ] P EHHER.

NETCARIERBEEAFBIT30E , FHRCAIEPHIETHIAET25FE , BiR
HESEANAIZ 1.3.1.1, ITFIERRBERHI—MRA1E-3F , RENSF.

6.4 HiEEE

6.4.1 HiEEBRIF=E

AESURIERTACERAIBRIOS. PINBE, "MERSER" #HiEE.

NETCARY "MZENE" HUEHBEHNFERLTE (&A36.2.2) . ¥liE
FIOSEPINRSEEHENETCAF4AE | si2HIEY , SR ITEVMET~489.
NETCAEKE I SE A REEENGT FHRLA TR ESESR O SFIPING :

o KENNFNER , BMRIERARHIREFZIRG ;

o MHEiF. FEFHFIIFE (W *&%$#@\~!" ) AR ;
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® NMERBINHIFE

o EEMIMERAIZFHER .

® FEEEERAFRERTRIBRKAIFFITE
® AMERATRIOSEPINGS.

6.4.2 RFEEHERIRIA

MNT "WESE" | AFEERETNEFIEEBYIERIFATIS.

C<HPINBREENATFBERARZRERE., TEEBIOSHIPIN=
ARE PR RS (SEIEC R SR | B LEHEEE BT AN,

AEEUERRIENEINERT ( AISRMAARIERRIO<SEPINGG ) | 5B
L,
NETCATEHIRHMRAIME SR REHEBRIIER  , MEGEEUEHRITE
B, FHEREFERICR | AXIHREEEIE IS,

TR N BITIHMAER FEZRAIPINIDRYH EE B S E A AR A5 )%
HIXBE, ZINTT P EHAEHRPINGD,

6.5 itREHMMBEREH

6.5.1 IHBENNIMEZLEER

NETCARTEITIANER AR IR IR A BRIt EIENETCARE4E T
TEImLER REEETRINSE IRNA R S EEXWITEI SRR,
HE. RZFE. BMEERSE ) |, LMRIERFLGTFLZEERETIRE.

NETCAE =it B L EEREHRIFER , HENEHRhRSEGIRS
. (R4S AL NEIT BT IFH TS EER A eeFE .

NETCAIENNERRKSOSER/NEBKEEK , MEYXAFEEHR
BEX , EHETEITEHERXE O,

NETCARNE~ZAMERAZ R AR KPP IEZERESTEXE, ,
HEPBBNELERS.

NETCAEHIE XS MBI ERA T L IFEFIEE T LSS ERANREK |
R ETEERFER B MZEHIIXIBGE

NETCATEAMEIRIHIZ ST | BaEREINAIE ST HNEEFMEHM
LABESIA.

NETCAEHRIE B = AR TEIETTENAMNE L S ERRIEEANT
=R

6.5.2 IHEINBNEZLER
NETCARNIH BN R FLZ S REN LI ENEERRZZERIPERN D
VN ( i A BHEFIEESRAFAEGB17859-1999 ) M55 AL : 5038 R,
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6.6 “EnpfEAHAFAREES]

6.6.1 EHEFARIEH

NETCARSANER A BEEBrREERRAMS , FFEEROEXRIR
TERHBE.

NETCAZEKRHEWEBHIIM VTG AINEFSISO9001 REE K , HEF
ExRAGERANEE B REE,

NETCARSANER RE RSB REEREBEER VAN ERAHITZE
MEERER.

6.6.2 FRFCGHIER

NETCARPANIER G A EHI AU EI#N TRIFHERRAH TIEH |, FREE
WAV TIESEEA R BENIE) INERFIERFRFBANETCAINE( L2 ) R
EEERAE.

NETCATELZER TN T B R ST R ZBIRHCASHATIONE , BFENHFIME
&xd.

6.6.3 REEIREHI

NETCAINERSGHIECE AR HTIERESICRESR | FHIEEXNEERE
A ENS  BEMENERFERNEAE. HIEMSZERIE. HIEAER
FROBIETE. FEANERFVFEIHIHSE | RRBAERGRENZ S |, Lk
RIFAHNEKL,

6.7 PILEREIEE

NETCAINERFRIFERSBRERNAR |, Mo AFERNXE , M2
[EEEAE KEOFHFOXIERTRIP , ARENEHEHRS | SPhkiEEa),
CASRAMIIHEGEI . BB ERAVPNSHE L LB EMNERE  FHRARS
SHINERA,

NETCARIMLZZ 2R BRI A . MRS , RIFEEHRITIER
. REEETRENNE HRNART EEEXEMKIRE. FEXERENE
BERKSASHRNEBRENSERERK , BETEMEHEMIXENSL,

6.8 ZFAIEIE

NETCAZECARShEBERIAIRSS 28 | 1ZRIAARSS 2R A R BN AT 1)
(UTC) , B REENRFEE.

CARGHIFTEIRS S SHARS BNNARLS | (RERASBFICRE
R ELR AR,

NETCATRIRMHEFRIIEIEL (DTS ) fRSS , FFARFC 316145%E , FEEAH.
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575 iEH. CRL#F1 OCSP

7.1 iEB

NETCAMURANERTE (GB/T 20518-2006 {EEL A NPEMISIHE
HHEHKR) . (GM/T 0015-201 28 F SM2B R ELAAUEAIF BAETHTE)
PREESR , HFRAITU-T X.509F0RFC 5280 EFFMENIE |, STFAZBO VAN
& AFEEXT R

7.1.1 [RES
WFPIRASAX.509 V3,

7.1.2 iEBY RBIR

NETCAIEB IR ET REE

F$AMI% (Key Usage )

IEBEERE ( Certificate Policies )

FAEIRBZFR ( Subject Alternative Names )
EARPR#| ( Basic Constraints )

I RE$AR& ( Extended Key Usage )

W FE5IE S &= ( CRL Distribution Points )
PUAMAZSERATR ( Authority Key Identifier )
FARZRFRFRAF ( Subject Key Identifier )

o HHHEERiAiE ( AuthoritylnfoAccess )

NETCAtB37#5GB/T 20518, GM/T 0015-201 kR R B F IS £ PIEHA
IWNEFIEERINET B |, AFSOSHEPEENT R, eltRIER P FRIEEK
Edl. BEXT B—RER FA3EREIRE,

N FEANSRIBZEIABEIEFRBIRIKFIUERY B , NANIZIEZ IR,

7.1.3 &% 0ID

X FRSABIZIUEFH , NETCAE 2012 F LI iR IZ R &£ A
SHATWIithRSAEncryption ELASRIUEH HiZOIDA :1.2.840.113549.1.1.5,
NETCATE2012FE R LAFRIR M AR EFASHA256WithRSAEncryption & & &
iEH , EX0IDA : 1.2.840.113549.1.1.11

XJFSM2ERUES , NETCAREZREFERASM3WithSMEZE RIET |,
HEGXO0IDY : 1.2.156.10197.1.501,

7 Y RIEZ M Ao
& NETCA AN RGN E € LRI, 12456 PPALIE-5 82 90 B AN AR 75 ) 7T REAR DU A 5
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SM2EERR , AHIRRANECCHERMEAAEREE , ODXA
1.2.840.10045.2.1 , 2RS4+  FRRECCHIZASMHEE N IRELEE |
fh££OIDA : 1.2.156.10197.1.301,

7.1.4 ZFERX
IEBEAZFRFAA G RFRIVERA 3.1 RIZEK , HDNZER.
B4, NETCAIUARSIEBSF EREIRBTRT R | EEREIRETRYT R
LS SUEREFREMARXZIRKMER | ECANEE AR, ARSS=RAYIPHELEY
2.

7.1.5 {EBZERE

NETCA RIEERZEEERRIEREX , FENEHFEBRIERRE.
NETCA EARIEFIERPEEZHAIL ( Key Usage ) SRERHEEEA T LLEINIE
RIRTFFESHI B THAR AR, 1T PRI MR IR B RIE R A AT S H4L
FIEBRYER=.

7.1.6 EPHEREE OID

UER RIS EIEBIMATEFIEHIINER FaEMRRE AR BRIFIERR
EEXISFRRRT (OID ) LURIEEREM, IEBRIZEOI DRFIER AT IMRAIR
FSHIERIRES. IE B S RS BT AR BT B RIS AR BIfER
BIEEZER., 1T U RERESHERIE PRI E A BB AN EIEFER
W8,

NETCABSIFHEROIDA : 1.3.6.1.4.1.18760.1.105%
1.3.6.1.4.1.18760.20.10.X ( E{RUIFEFZ ) .

IEBER oID 15488
L3 1.3.6.1.4.1.18760.1.10 BHIMARSIERETFL3 , OID
& #91.3.6.1.4.1.18760.1.10
1.3.6.1.4.1.18760.20.10.3
L2 1.3.6.1.4.1.18760.20.10.2
L1 1.3.6.1.4.1.18760.20.10.1

SHTEE( BB FERIEBEINNE) KAVEFIET JIEHREEOID
73 :2.16.156.339.1.1.1.2.1 (B#A) / 2.16.156.339.1.1.2.2.1 GEA),

STFEREERZOIDA 1.3.6.1.4.1.18760.20.10.50 AIF=FIEH S HMBKIE
TR,
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7.1.7 REEREFANEEFMENY
FENETCAFMMAMEBANER RIS BIHE ST CPSIRISIRERT | 124tT
FSMEINETCA CPSHIURL , WERRTLASREYNETCARY { RIUEEEE FIAELLSHN Y ,

7.2 CRL

NETCA%FREICRLIGE (GB/T 20518-2006 {ZEZ LA LNAEMIRTHE
HFIEBEI) . (GM/T 0015-2012EF SM 20 &L ARSI IF P& HEE )
RITU-T X.509. RFC 5280%m/ERISE,

7.2.1 RS
CRLIRZASAX.509 V2,

7.2.2 CRL#ICRLZBY EIA

NETCAR#HICRLF , B TLARY IR :

o AN MEEIFRRT (Authority Key Identifier )

® CRLZ®S ( CRL Number )

SNERE ARG EERIRE | CRLEZBNSE 21 EHRIREY E( Reason
Code) ,

N AR SR BRI A REIE R BIRIBAICRLY RELE CRLEBEY R | NIARBEFE
FRiZ CRLEGIBIEPASE IR,

7.3 OCSP

NETCASRFIOCSPIRIHELIE BIRSEIAIRSS . OCSPYEACRLAYERI4M T |
ML CRU IR ATRBIEFRIRSEIES | 58T PR 5 R AT RISREGIEFR
SES.

NETCATE FHEHE—MIEPRE , BIBERIOCSPIEE 4 MiZIERAIOCSPIY
[z, NETCA OCSPI@RFFERFC 6960f8ARAE |, 1EKE ThEIT http/&EE MY A
NETCAiERKOCSPIaR, NETCA OCSPIIM & SIFBHPRE. IRSRIFTELAT
8, MREAEIEER.

NETCAZENGT PRI R FrRBXBI R A R SR IFRIIER TSR
FBOCSP,

7.3.1 REFS
OCSPIRAS A V1,
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7.3.2 OCSP i RIR

NETCAZK{EROCSPHEXY I, dNSRBRIOCSPIMIRElunauthorizedtd
=B, AEBIRElunknownAESERE AREIERIRBIAIY & , NINIZERE BRI
FIRIIEZIEBIVAT.

F8E INENIHEITHIEMIT

NETCAZEZAEBE TG , FEREELREXIT EE. NETCAIRES
ExRBEAANERSEESPVARNFEFEE., miAEEBEINERISHAE | %
SEBRFEZIEPENR T FATHIM I E=ATENEE. HEE=5
HIFNERER T B AR R P M EE B BRI T,

8.1 HiTRYkiE

HitEATHREMEE NETCA RE T ETMEEE R EREHKIE (F
EARTHMERFERZX). (BFNERSEEDE). (MKIEEEFHAELSHR
), LK (EEFEFERUEBEINNE) (EREERWSHIBRT ) iVE
X, HGEFFREFALERSS | UREFRISEES  BEaFEEREEX
HERLAR NETCA Rl SHiE. EEFIE. ZeREFER  LIAREEE
Mg, RERSHRE. REZFPN@OER.

8.2 HitIEx

it AIMEBEITSNERHLT,

HNERERITRHEENENTESD ). EEI RSB =S, NETCA
FIENE=FHEX B BB FAERS ISHITHIT ST, HitRE. b
IVERETHHMGERES AT HEEER IHE.

WEBE TS NETCA BITAR A RIIHAIRER. WS T8 IHFedE |
HIHERUNIBALUTESE. SRS | AEXIIATFT.

8.3 WitEiITLAYSRE
NETCARIRNEEITEAM AR —IX | #EBFHT RESREHINLIT
. ANRHEIUFFRE RN RIRZENER T BOXBRITS | 5 R THEECE TSRS
BN AU ELASRERME,. ERRERE. EANRRETES,
EzEFALERS BRI ARNEENTF R,
ERBEINEBISHEENEF—IX.

8.4 it A A RBYER
NETCARIPIEREITE AN A REREBEE A AEWSFIPKIAKRER 1552
TR EE R SEIRED)|| , HENETCANE (22 ) BISERERS TR,
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SRR RS A RIVR BRI ENE E SRR JHE.

8.5 HitHIFEARS NETCA RIXER

NETCAREREHIT ARERSHEFEITIIRITRIERER , ANETCAER.

NETCAREBX PR IFAEE R BAEKRSHIFHNKREFERER , IR
NETCAER , BaJLARIENETCAER.

HMERER TR A RN I SNETCATAHAPRE B Z ML SS. 155
EREE RS MG ZIRERIFIE XA,

8.6 HITEITLAIANE
NETCAREREHITE I LT RIASEEUT ¢
o AREH
o YIRINEFIENTEEE
o ERENEGITER
o FIiAETE
® ZPRFBHTEE
® SZEIZEANE (ANAM. CPS. XESI=HIESMH )
ERFFIER THEITT SIS E T eE REEU ERE—3BD.
ExRBAANERSEESDVARNFEFEANTERE A HHISRMEK.

8.7 MEESA ERENATHEHE

MREFHEBGHEIRET AR TAEE R BSAFETE , NETCAKRE
HRITETHEIR S HIEFISEEU IEETE  FFANETCANE( &2 ) RIBEEEZERS
WEHAT.

MTEANZERE , NETCARFSEMN SIS IEER | LTSRS
M= A e

8.8 HITEIFLGRIEES LM
NETCARIZEE SN ERG I EHAERCAEIENIR,
BRAEEEENER , NETCA—RRAATFEHITER SR,

$IF ZERFEMHEBISREM
9.1 P

9.1.1 IEBELMEHHZEA
NETCARHERHIER. B, ERRENERBEIRSZER TR R
2N B (B NERS KRR B NE) IXXEEM L | SRR
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REIRFBER . NETCAREMZEINEAIEBRIRARZE BISERS N ak L 5573
BTSN,

9.1.2 FB&EgER
NETCAXS & fEEBEFAFEIEREIIA T Z.

9.1.3 IEBRBERENER
NETCAXS R MEREBEEHAICRUR A2 TEFIERRS.
NETCARJOCSPRRSZHIE EEHRIEBREEIIRSRIES PRIIRSS 1Y
BRI TILER,

9.1.4 HElRZ%#H

NETCAZRZRMHACPSHIER W ESIBXRIERIE TEHIRS.
SFEFEKREFRAVIRSS , NETCAEIBUENZE .

9.1.5 BENHIE

HFFB—BAR , NETCARDIREIE. 1BEFEL:,

W SZIRLREF K REEREEBAR  NETCAHRLESZE | BAFE
A EWEN A= TER A,

9.2 MSHIE
NETCAGRIF BBV DT RS EFIIEITA RIS E. NETCARZE
KA FINIEIRSS EEF IXINETCA SRR E.,
SERNETERFMEMEMRIRABS D EZA S ENETCAR A EMIE
FRA9T P ER RIS ARRSZ AR , NETCAIRIECPSIEXZFFIERIERIEM
TR S .

9.3 AISSIERMHRE

9.3.1 (RE(EERIEE
NETCAZINRERERBRERRTIATRE
o ITFHIMABER (8) HKEER ;

o NETCAREMIEERSERISAHIRER |

® FTERIRARIER

® NETCARUZITEUEFICR , LIRMRIEEITRIERITL |

o NETCASWSRETMENELER  8Fmilitkl. HEER. B3
WEFEIEATHM TNE=S1ERIRER

o NETCAREWSAETIMEREITHRS. FHERIELESER
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o HIBEEANIE NETCASENEATREETATBLMYETE
E .

1SN

o HuYPHHBEMFIANREZNEE.

9.3.2 AEFRZEHEAER
LATMEENETCARFINGRESEHS
o FPAHER  UREBRKER ;
® HMNETCAMIAEFMAMAINEE. SFEIEBRIERE. IEHERiES.
CPSHER.
LU EEREARATHER  (BRETHERER  (HAIASERAEEHE
Rl AR , NETCARBIERS(EAINF).

9.3.3 FPFZHEEMHRE

NETCARESRENGE. 1TP. XEELASFEREEEEREEIIEN
SR ERRENEE.

NETCAHTFAE BN E B R E B ELRIR R EENETCARN I A R BefE
ITNZER, MEEIERERENAEE. FhE, EXFIRRERE.

LNEERRIFMBEEHTEMERRE , ERNETCARFEREEATRBRIMN
ZER , NETCARLHERER, WMRXMHEENZNITE R EEARG A0S
EX 5, NETCARRIFIB(HE S BRI B F AT ZERE [RIFrERE.
BRI EEE,

INETCAEERAGEFREZNEKRT B ERNER T HRIREAI 9.3.1
FEYRZ(EERT . NETCARTLUZ IR A A S AR FIRNERK , BHIESBIIA
MEXREER. XIRERENAER 7TRENEKRFNS , NETCAXR
AT,

9.4 N AISFARE

9.4.1 RRAMRIAFE

NETCABIERFARIFSRES FrAERAR( BENETCARERARNTIEAR.
ITPF ) RA-EETHRNATIESE.

NETCATRIEEZREXREZMAVHE |, RETEZERFARIFRES | ASERE
MRIEEK,

9.4.2 {FARFALIEMER

EANETCARIEINAIER. CRUAIIADERHIEE (BIFERAEA ). 1TF
ENGEFSEISVSORIIE NS LIS
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9.4.3 RiBAISFARIEE
FPETEIES. CRLEEBANTFERARAIRFAGER.

9.4.4 {RPIFASERIEIT

NETCAXIAI 9.4.2 FrFlAIREfAS R ITIRIP , BHLEHE, RBENETCA
BN ARTBEHEMISFASE | ZIHMHAIRISIRANAE. FiSaiE.

9.4.5 (EHIRAAERINENSRE

NETCARFERWSSEERFERAX 9.4.2 FFINERAESE , 8iFITFRSH
iREI. S, RSB, XEFER , NETCARBETFHNNS | b EHE
T PRIEE.

HEEH SeERIEREREMER  FEAEAANER. MEE. ERiE
A, &KL LERFAMERERY  NETCAFGBRIERANERIFEE . KITTaIRE
FREENAYTI, KFRE.

9.4.6 {KEFRITHIZFRISRINEE

SNETCAEERAER. NEBREKRT | BRI ERRIER FUIUREARX
9.4.2 SPRIRSFASERT , NETCARTLURIREAR. MEEGERFIRRIEK , [Bif
RER AT ERRIRFAGR. XMIREARREMNER T RERERMNS |
NETCAFTZUEIB(HAZRAE,

9.4.7 HftSEHEER

HEEFAEEEAABFEMEREE , ERNETCARNFEHREMHIFSFAGE |
NETCARTRIEIRIN i TIREE. MSRIXMIREEIT0I0 R AE A5 A (E
X355, NETCAREIBH A SIHEXAIa T A FRRFAG RS EERTEIRE. 17
INRIEHESE,

9.5 FMRFI

9.5.1 NETCA EISHBRIEIRF~=1=EA

NETCAZEHEEMEBLAR NETCAIRER S ZReR 4 I—EIENR , 6
FBERNRTABEN. BRI ESENE.

NETCAKITHNERRERSER  LARNETCARMHAYRA. RSG. &+,
(BF. ARERADS BN —IDMRAN. FRFIEL AR =SB FNETCA | IXLEA0IR
R EERERRSE. CPS. #Es R NfERFME.

ERENETCATSEPEERNERT AT ENEREER. /&, 3
&\ FNERIRE 5 | (FFEHES{HINETCAERNEIR. Fin. XEF R aEE
5ZBBENER. Btr. RSB EERS.
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9.5.2

NETCA (&R HEth75 AR RSB

NETCATERERRSS RSP ERRVIE RS, BENREMNERERFFN , B
RSB R N FE , NETCARIEES R & ERREERNAE).
T FEIEB B AR BFHRIEER(TENETCAERRIMEES. IPibit, +

RBFR
RYRIHR

HERE.

ft. A

NIFBHEIEHREEHNEHAEEENEREXERATMERIEFE=A
. IRSEIRE. ARBMEEEARNENR |, MEARTIEEZEN . &
FHIPNETERRI AL AR, ARFRF:. REMAEERTIHEIRS

9.6 FRiA5EER

9.6.1 NETCA RIfFiR5IBIR

NETCARYIE(RENT :

o TEHUAIER B IMAIME R FRBENETCARAIRIERENETCARIEIR
BRIAR,

o TEARIEPRRT  FRIEEBIENFIEZ , FUIERHRYESESNETCARTIKE!
FEEEREF—

o [RTREWIERNT FEBIINERPHHIERHFEHSEERFEER
B2 ERRAY.

o FRETTFPRNEBRRFSACPSHIFTELRMEK.

® IZACPSHINRE , MATEHEEFIERIER , FEACRL,

o NETCAKENT PRI A BIRIHIEREY BEER L IMIEBHNERN
RIS AT,

HERFRA SRS 15T FRIRS Y.

9.6.2 RA HBFiA51B(R

NETCARJRABIRUIT :

o RABMENETCAFITHIRSZENE. RRE(FISEEXK, RIEER
SAInBINETCARIRSVEFIFRIE,

o TEERIZFIHLEEP ERIETIRARARAAIERERAREIRIRIA,

o 7EAMFIERHRIER  (RIEEBNFIEZ FIEBPHIEESRARTKE]
FIEERIF—EL

o [RTREWIEANTPEEI IERPHHIERHEHESEZMBER
B2 ERRAY.

o BRISITFRIEBREACPSHIFTELRMERK.

® IZACPSHUMIE , MAEFCIBIFRAYEHEEIERRE.

HERFRR SRS 15T FRIBRS Y.
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9.6.3 iTFRIFRIASIB(R
TTPRYBRANT :

RSB rEAEENNAFARITE TIE—XER | #RITFEC
ER FEEHTEEN IEBEERRI(GREEH. fiEeaiEs )
FHERITFERZ.

W PRIFASHEEMRIFRIGRIF | REFNNARMKRILAETERAR,

U AAEIEBREEREFRNETCARHRAMRANFFIEEE LAY,

T PIRHENETCAR HRARTHIFIEBRIFFEM HE R E LY.
MRFEREA | BATFNREAREREEGRE. TREREHN
REAFERHMEAIASERA SRR  BRINETCAERA,
UPRBIRACPSHNE , RIBIEBATERIRNNSHE S Z0ERE
AY.

UPRSEBEZMIESR. 1TRRIESSEIEBRTRIETERTASERL
5, Ha0  BSUEB PR R BT RAIFAB R TERAEAES (B
INEEAME IR ) BiEERCRLZES,

HERMRESEEFES N SNETCARIBRSS X,

9.6.4 {KEIFHRIBRIRFIIBGR

WETTHIBERAT
o (KHSRIERENETCA CPSLARAITT FIERERATIEREER , H T

METIERRIERBR. RESHRRIERREIS AV BXIAIRA TR
ERIBRY.

WS EERTT PROERR]  BERBRIER  FIBBESNETCAZ R
ARERHFEESERN | RIBSHNCRUEEIERIRES , ERIEEES
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UserCertServiceld ::= UTF8String
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/
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C=CN 8322 9b 09 95
35
CN = CCS NETCA L3 Individual CA 5f 75 a8 39 7b | SHA256RSA 2048bit R NIEF

O = NETCA Certificate Authority

b3 92 59 fc 3a

O 2% CAKGREAE LS IR S AN 22, T O NETCA W5 5 L2 1 g ol (1 — 4% CA.
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O = NETCA Certificate Authority c9 af a6 05 86
C=CN 2c 8d b8 do 9d
90
CN = CCS NETCA L3 Sub1 CA 1d 0Of 63 8d dc | SHA256RSA 2048bit ZERANIWLA B
O = NETCA Certificate Authority 76 e4 ef 87 51 SR HIES
C=CN 16 ab 01 be 17
85
CN = NETCA L3 Sub2 CA 5f 9e 31 42 6d | SHA256RSA 2048bit ZERA NIV 5 &
O = NETCA Certificate Authority e4 ca 52 7c e8 ZEH AR
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dé
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O = NETCA Certificate Authority c4 58 ad ff 27 FH P EH
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CN = CCS NETCA L2 Sub2 CA 4a b2 ad 0d b9 | SHA256RSA 2048bit BERAN NIHLH ) V% 2% 55
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C=CN 22 26 94 43 ad
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B.4. CCS NETCA Root L1
CCS NETCA Root L1ZNETCARFANIERS RZFAIRSAEZRENEFR , B

BIETEE=7"2KCA,
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CAiE# DN &R EBFYS | EREERZHRE Ri&
CN = CCS NETCA Root L1 0831 63 f59e 96 | SHA256RSA 4096bit BR % CAEF
O = NETCA Certificate Authority f1dad020d340
C=CN 72 62 d8 of
CN = CCS NETCA L1 Sub1 CA 22 9b 0f 2b 08 96 | SHA256RSA 2048bit BERA NI [ %
O = NETCA Certificate Authority 14 fb d6 ca d7 9b S FAEP
C=CN 96 52 13 b4
CN = CCS NETCA L1 Sub2 CA 27 3b f3 e0 f7 1c | SHA256RSA 2048bit BERAS NIV [
O = NETCA Certificate Authority dd b7 a8 06 f6 d5 S e
C=CN 80 ca 1d a8
CN = CCS NETCA L1 Sub3 CA 23734614 b29a | SHA256RSA 2048bit RS NI ¥ £
O = NETCA Certificate Authority 7230c¢829eb05 S P EF
C=CN 10 e5 e4 38

B.5. CCS NETCA SM2 Root L1
CCS NETCA SM2 Root L1ZNETCAERFAIEIRSB RFAAISM2EEIRAISA
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IZRRZRCAEBRYEERUNTE -

CAE¥ DN Z¥R IFBFYS | EREERZHKE Bi&
CN = CCS NETCA SM2 Root L1 52 7ad83a6281 | SM3WithSM2 SM2 256 295 2% CAET
O = NETCA Certificate Authority | 15883924 18¢7
C=CN 03388 1e
CN = CCS NETCA SM2 L1 Sub1 CA | 1e 98 b9 5fe9 81 | SM3WithSM2 SM2 256 BERA NI [ 5%
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CAiiE$ DN &R IEBF5IS |  EREZENRZERE Rig/&iE
CN = ROOTCA 69 e2 fe c0 17 0a | SM3WithSM2 SM2 256 AR 1.3.1.2 Fridfr [E
O =NRCAC c67b FIE CA
C=CN
CN = NETCA 66 al af 8b 4b aa | SM3WithSM2 SM2 256 BR = CAUET A
O = NETCA Certificate Authority | 97 6ba65d 2030 NI % 25 51T 1
C=CN 84 29 bc 8e TEP
CN = NETCA SM2 EGESN CA 2aab78beb678 | SM3WithSM2 SM2 256 BERA NIV )
O = 91440000725061193F d7 6f 45 8b f2 96 ST PR
C=CN 0187 ee 14
CN = NETCA SM2 SubA CA 57¢9302e 6805 | SM3WithSM2 SM2 256 BERA NI )%
O = NETCA Certificate Authority | 68 c0 70 7a 5e 3c ST PEF
C=CN f9 59 fb d8
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SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit
BHEERKE /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit
/SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit
UEHA ROH INTEET 5 AR NTEET 5 AR INTEET 5 4R INTEET 54
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TURNNIERRRF | 5 A f A
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UEF 5% f f A A
FHBBREBK rfc822Name ¥ rfc822Name dNSName/iPAddress
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= A PR ] il =l A 2]
digitalSignature/ digitalSignature/ digitalSignature/
nonRepudiation <L1 N1 &>/ | nonRepudiation <L1 N &>/ | nonRepudiation <L1 HN&E>/ | . . .

. . ) digitalSignature/
keyEncipherment/ keyEncipherment/ keyEncipherment/ kevEncioherment
dataEncipherment/ dataEncipherment/ dataEncipherment/ yEncip

FHRE KeyAgreement KeyAgreement KeyAgreement
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— R E A digitalSignature
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