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1.6 EXHES

1. CA ( Certificate Authority )
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3. KMC(Key Management Center)
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4. NETCA
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5. CNCA
[RERFEFSNIERAFNS —MIEIRA,
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T REBEFEFSNEERATNEFNIERS GRAEETR. S-S FRETR]
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7. CPS ( Certification Practice Statement )
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7R TR SN PR A ¥ 12 7


http://www.cnca.net/

@ WL
o IS - 45 B V4.5 NET CA

8. CRL ( Certificate Revocation List)

U HEIRAVETR. CRL FICRIMBERERHHIEAZ Bis £
MM BNFFIS SR BEREEAD S B EaER A CA
BHBMES R, CRLBE RIS IREEE, S TBEIFIRS. NEE
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10. =FEH
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11. BFEF
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FrERVZ D3 | FRLARIASERIE R SR | BELERA ( fluiiziis ) 1T
BN nE.

12. DTS ( Digital Time Stamp)
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( EXRPEEMRS B EESMRGRNEL D ER I EES.

13. LDAP ( Lightweight Directory Access Protocol )
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14. OID ( Object Identifiers )

SISIFAFFAYEFR, OID AEFMRENER D BRI |, HER— T BRRK
&, OID R—EHARn R H#EGHIE F1a0"1.2.3.4" ), OID tnERIENkE ITU-
T #E#F X.208 (ASN.1) , B (R A ) STLAMERMRAENELRRIFEE— MR
SSINRFT , HFEOFEReSEETR FHEHENSRIMRE | 180 : NETCA A
EfRREBLREIBEZIAY OID 5 1.3.6.1.4.1.18760 , NETCA aJLANXIRT
RE EFTY E OID 5.
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15. PKI(Public Key Infrastructure)
NHESAEMIZERIEFR. PKI ASFEFIE B ATFZREERARBISCI
FHEERIEXRRR. AR, AR, BIERRERFIES.

16. fA$H(Private Key)
B MARAT. HFEEWERENEEER  BTtEEER. R
R ESHENAAFZB—REINENES .

17. 22%A(Public Key)
BILANTFHOER %A |, BT ERN AFATHES BRIIRSL |, LR LARSRINE R
X, X, EENAIFARIRE.

18. RSA &%
RSA 2/ Rivest. Shamir & Adelman Fr&RBES—FPNFFEEEINZRELE |
DBLCHIRA EIRAEL | BT SR T RS REES R EMEME.

19. URL(Uniform Resource Locator)
Z—ZBRAURIEFR. URL 27 Internet B9 www IRSEF LRTISERE
BAENRTAIE.

20. BFER
—IMRHARERTE | JERERYY |, ANARHITRIPIEEIRE. B
WA USB ZMIBS , a7 thiR USB KEY,

21. X.509
X.509 2 ITU HER X.500 RFURIERIMENEF—, BARRIERE
NT—MEER,

22. £5
PHRPABIE B HEE R ERITIE.

23. ISiiE
XPUEH BB RN ERIEE ZERIREK A THERYE].

24. SM2 &;%
FEERFLEERBAMIBRMEABEZREEL, 21 (GM/T 0003-
2012 SM2 #EREIHZ A BZREEE),

25. SM3 &%
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FEERZEEEREAMINEREIEEEL. 20 (GM/T 0004-2012 SM3
FROZUEEE).

B8 ERATSEEEE

2.1 (2

NETCA FEEE—MNIIMNAFIEERE | BRelsRE. BEIERE SIER
BXASE. NETCA SEEABEFRERRTLUTRSE EB. CRL ,IEBIRES
=5 NETCA CPS &#BURA LAKREHER NETCA FEHAMEMSE. NETCA
IFBENESEENTE AREHE NETCA & AHRFBINEE; 5% (CRL) ,
FEHITPANERN AR NETCA IEPEERIGIBEEINSRSHNEEE. 17
PEEESR NETCA Mih ( www.cnca.net ) ZENF RS R FEIES.

NETCA EEEAS M HAIMN RN & HESEBFEERE R £
RUER] , MEEREA AR,

NETCA SEEBNITAMEIRIER. CPS AMEIT, IEHHER T HEAEM
TIHEERENS | XERNSFREFS CPS G XA EN—E.

B& NETCA =i&ESh , ZRIEFIAHSEE (8HEER CA 5t RA 4HPHEUE )
FR{EEI4 CPS %0 (3% ) NETCA EREESEHRANZRERRIEN,.

2.2 INEHERH%

2.2.1 CPS iy%&%

NETCA CPS —£ NETCA £/t www.cnca.net ELABEAEPFR &.
BEW, BIATER , HXI— ARSI BIERE. Fi0EEBREX
SHEREENERAER ], NETCA CPS AR NEXIBMHEA 1.5.3 1 1.5.4
ME. BEEATEHE NETCA Mg www.cnca.net BE , WEFNARS
1T,

2.2.2 iEHH CRL BT

HAEPESRBING  NETCA BiZEPREI R A HENSERE. NETCA EHE
&% CRL LUAHRAEILEREREIRMTE. EENSIER. IEBKES T
NETCA HY LDAP IR SEEiEENESEEMN ST EIAFKEIER CRL BXE
B, BT NETCA tREHRER) OCSP IRSS | IEPBKE 5 22 a] SERTHISREGIE
PEFIINHEER.

NETCA RYIERAfiEFIF LDAP BRIRSSEREHIEREWEF CRL 4
& . FHRKCHER R CRL B9EIfIEK.

NETCA B AkHEEEFAERSEEIIINEXRER , BIE%S NETCA
ABANEPBH TR, T HEESASREEEIRYERIF] NETCA & HASNIERAYA] =M,
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RSB REIE R E AR ARSI,
2.3 RfpAdEsgsn=e

2.3.1 CPS K& TpRIEIEKST=E

NETCA XA A% CPS BUEFTHRA , —EXTHINIANEH. *h5E. JHEEEIR
B4 , NETCA $87E www.cnca.net E&% , FHIEHEHHI CPS &#R7E NETCA
SEE,

NETCA RIEFRAHE. WEERE. RMEHEHFLAEEINNEMEX , 1E
X3 CPS RUE , EAFETEFISERIGH NETCA MR E, XFATHRNIZ
2. B8 HFERGESEREEENEKN.

£ NETCA i&BAMm#HH CPS , HERBHIF AN E. BAEXER
Xt CPS #HTIE. #h7e. AEEEEHA0 , /189 CPS BIEBMAIFNIETESC
HEAORS.

2.3.2 iEBRYR AR

HFIEPESEMING . NETCA 7 4 NSRBI ZIEBEIA R EIE R E.
TPHEAILAEEBEREFLMEIRER NETCA E&RANEFR,

NETCA @3 BRAH RSN EEENERI A M EMIEFTIERE
B, TP 7E NETCA §9 LDAP RSB EEsiiSE =B E T, THRE
FIEB,

2.3.3 CRL g% AEEEIRER

NETCA SES#IEESHHIERE | 7 30 o8ARE A& CRLF A
F| NETCA Y LDAP fRSEEEaiSENISEEMNE. MIEBHIERETHE , Bk
IZIEBIRSAIERFT CRL RHAVEAIERAEL 24 /M, HEAEWE , SWFR
BRERIRSCRIERIRSH CRL RIKETE 7 KRNEFHEA—IR , XF kit CA H144
RIS CRL REKSE—FAREH SR —IX.

&EiZ OCSP Y iEXRE T UL BEETBRERE —IERIORES SIFEJ.
ETEMERHTHE. HEfRES. @HEEKRLUS , NETCA IBrTLARAERH
IRSS | HIEEANEPRAERL. BT, EL/BUEIESLR , NETCA BiRERAIENS
ERIEKIZTRSIERE .

2.4 WHEERYHIEEE

NETCA EERiL ERASEEFENAXES. BEigE HaEsinke®
THERE , RIEREEAN NETCA TIEARABURE. (SXGFIMBR NETCA 7E4
RIHEREE, BT NETCA EXERTEIERESTITEENIREE
LABHRE REHAEHIT P A EREES NETCA RERIZHIFHS SR,
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FF NETCA &7AY CPS, CRLAMEREFER , iEHiT PFIER A5 ] LAA
SR T RiEhaE.,

B3R BHARREE

3.1 ip 3
FIKE A PBEBSEEMA(Subject) , BNEIRRIZIEBHiEES, X+
REAp 7T IERKA X.501 AYER%I# (Distinguished Name,{&#R DN)75=. DN
BESSIUUTEOESESS :
o C, Ex
S, fiEE. MmETHRKX
L, Hbik
O, 847
OU , AR THIERI JakD 2
CN , E{REFFR
® [, EBFH4
ARENEFZEERT DN BB GREEA N BRIAR FEMBIEE RS EN
NEEPET ST Z.

3.1.1 FREFIEP CN HEUER
ZHEHFIES CN BEARUT ¢

WS | IEPXE CN BB

1 | DAILER | DNAlR ( SSDIUERSX M EARIBREARIR—EL )

2 | HUWHIER | TUERFRS ( SHEEROLYE CREr—E)

3 | RBIEH | A&, P isiEEMSMTR | SEERIER LIRA—

3.1.2 DN iBBSRER
(1) DN W/RBERBTRIRIRIT FRUEISEED |
(2) BRERBHAEME—HFREISCI ;
() REREMET. BT, HAEES | E—imREIseE,

S RN ZFRCAE O FHREMITE, CN ATREA AR
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3.2 #IIaBHAT@IA

3.2.1 ERBHERARRIGE

NETCA FIERHREEREBEFRUSEHECRHEERNEEIRE  BTER
FHRTFESAXY | (RIERASAAHIMEE | FHEL R AR S ERE TP FEF,

NETCA tBaBiTiEBiEsk (40 PKCS #10 ) hAUEEES &S EBERiE
EHE5E 5EMEBRINAIFALR,

IERRIEE W ERIE AR ENEREFNE L,

3.2.2 HSRISHBIRIA

NETCA BITiE BB E IR BRIEM RIS RBUERRIEEEE. NETCA
B X E ARG R EN S M IHANRG BB E = ER IR
IRSS | ERERIEIAIaE NETCA A G HIIER 5 SR EN A S 2IfsCFE
B, &iERSHR, ERT NETCA BEXRSH IR ERB I SHIRFNSD
HITHA | FEZAVEARBFHRRGE RS, DENENEZA X ARNAE
B B E AR S MR ( BIFERRTEMIE. IFREEHTED
IEBRERRL ), AR RN ELSH.

—HR SR TERIB) NETCA B NETCA B9 RA #HTES R RHIA |

1. HBiEE

2. EHETEEII TS REARSEEIAR., BXOHFISEENT

m EAR

F— 1 (EHEKE
R RABIE
BAEAE IR
2 HIEEICIE
I EAEHCIUE
TS EICIE
HtSEWREICIE
SR EAZHCIE
ARBEWREICIE
AR EAZHCIE
BUFFHES

m HBUEY
3. ZENDASMHIUEERM. BYUEHRIEERT ¢

B SHIE
B FOR
m PHER

[
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m FEASDIUEEA
B HhEWSHUERER
NETCA TEANBRIBEANSHESBIEHEARIA NTHRIATTIEH.
EETERRIRRMFNE S ,NETCA BEERERERaEIIEES [P F LR,
HRIBARHNRBHHREFENRFNERN  EEMER | BiEAL
SRR ARG S B FE R RERR S |, B , B ERATIEL.
NETCA g NETCA Y RA O SZIBARTAANELENERT , KEE
HFE. DERFEHTIIES T ( 8IFFE=HFa5RE. BEMNIEIE ) &
TRPSHhRERRN IP it iREHEE , Rk sISZERIEE
TN,

3.2.3 PARIBHBIEA
NETCA BTIEBERIEEIRRRIFEM RIS TORBUERRIEEER. NETCA
BT A T —MEi SMNER S REANABS |, XEHEEERET
o MEXHEZERIFBBENASHIIRM
o EEE=FEEHEHRS
e FiEiHA
o Hfth NETCA IASEHRIAE
EZEKHTE (EBEFEZIEPEINIBERRR) IR, "EdEE
ZERIEBBENASHIEGE" 2 NETCA KRBT .
—RIERT , PARBFEMRELATERZI NETCA 5iH RA #1785 MHHEZ
RHRIA
1. HiEFR. PMAESFTIERHRENARBTG , EETMESHS%E
i NETCA 198z , HEHRIERV/AHTETIMEEE.
2. PASMIUBERY. BRUEFISEET ¢
m SDE
FOR
e
EIEZN3
EASHIEA
B EtBEWMSHIUEEER
NETCA FEARBRIEANSHEEBIHE AR  NFTTHRAHIE .
EREERTRIEMTFEY  NETCA BEEHHERSNDIEES [P LAAR.
& RBEARHNRBETREEMNRFNEEN  NESHEINER | BiEAL
SRR RSG M S A B EFRAFERERRS S |, BN , B FEZATFIES.
NETCA giH RA FISZEARTANBVENERT  XNE=HER
HIEHIRSEEITFED  REABESISZERET TIERINE.
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3.2.4 AFRIETAIER
RNERIEFRFFUAY TFAZIDT P ESEEMRINSE NETCA —RATFIRIE,

3.2.5 HZMIEPRERBRTEIA
1. RA
® RAFFBEIWAFVIRIATNEAIIE HEDEZIKIEA 3.2.2 /Y
EKBHT | FrEH NETCA BHTSORIE RERHAES .
® RARIZHEH NETCA IRIBNIEV S EIENEREERE | 1IEX3XE
HENZFEE , Hiz{FEfE NETCA fIEXME.
2, WEZEAR
® NETCA Rl SZIEARPIUE NETCA RFT/E RA HIAIRJER R,
o WEZEARNSHIRT RIAFETNEBRIBENFMEI , &0
IRFTE NETCA BOtERAIRE.

3.2.6 CA HEINIERIEK

NETCA BEHEFENESRIE CA SEBEIR AL, IEREPINE ,
SHEMAEFRORIAAEINENXERK. 10 NETCA 5EE CA #{77HIEEIA
iE , $87E NETCA BIMEL AT,

NETCA B {THEEINIERTBEEX AR ANAIRIE | ANREREMARFIEA
AEKRNREBISIENHF T | U R EEERERNINE.

3.3 iEH (=R ) EFRERPRIBHDER]
HAEPITFERBEERSFIES (550 ) v, FELISMHZ , ZREET
PR EFTRISIE.
NETCA AJLARALA T ANZ — K EFEB RIS 0HTES!
1. AREBRXGFEIRIHFEBNENHE , WS OEZEY , TH
BRI THE RSO EZ
2. EERAAEAX 3.2 BHBIRKIESE.

3.4 EBHERPIISRER]

AP PG EHESFIEER , FEETSDEZ , 057 EHERT
JiE.
NETCA AJLARALA T AN — K EHIEB RIS 0HTE5!

1. AREBRRXGFEIRIHFEZRTHAE , WS OhEZEY , TH
BRI THME RSO EZ
2. EERAAX 3.2 BHOBIRKIESE.
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AR B RHIE S

4.1 iFHERiS
NETCA & RA SZHESCIRAGIER A, IEBERBAYSSARTT LAZERNAL H1
HWEEEENFEENEA BERAASTIWEN S AR RSSLAAE B ET LA
IZELMERIUE P RIS, IERRIBARRIEEVMES , BNERAEIEREBA
7&3B, NETCA AHMEASEREBREIRELD AL | ZED AR AKEN T
RUDIBEIEPAEX S |, BIEESHFIER.
FRIBAMBE TBRAERITFMYEIAS | SRR X TEEFHERNAA.
FHRIBERBAGIEBRBURMHEST, 0. RBINSDER FIE AR EERE.
&SRR A ESE.
NETCA =FiFBERIERES ¢
1. IEBEBANN_ETEFTEISM NETCA B8 RA JREVAERISLAFRSEY
A BERBERE | IREEKIEIFRIER ; 5iBY NETCA AI7EER
FBRFIRZHRIBER.

2. BERAX 3.2 BpEIERIRZII MR EEANIE B ERIERIE R EX
BIERRERL , B NETCA 5 RA #HTE. BMHOEIZF03cE:.

4.2 EHERiFLE

4.2.1 BipEZ
NETCA B¢H RA B5iEAN 3.2 RIFRFOHERHBHITEDEZ , LI
HBMmrIELME.

4.2.2 EPHIEHIES SIEH

NETCA 5¢H RA MEBIIBSHEZANERRIE , FAZIEIEXE R
IN , NEEFESHZIEPRIE |, FE NETCA RATEPERIBK.

HARERHEBINSDILRE SR TERERTIT S ERITRRM
ERIRIMRE , Btk NETCA BiE RA AZERHERERRT , BRELIERITRAS
HEXZERRY | BUERIBEARBEEZIT PR BHER | 53Rl BX T XS5ME
REIAE | BRHE NETCA EfBEEEREM4AY  NETCA B H RA BIUERE
RIS,

4.2.3 SEEBERISRIRIE

—RgiBR T , NETCA QIR ERBRIREIANEBHAENTIER |, BdEXNI54
ERIRLIRRIIR,

NETCA FeiFREEIRM B SDIEIFFIRIBIBRERS T4 7 | IXAPGHEMN
SEAIET BRI HYALIRAT A,
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4.3 iFPELR
NETCA iSRRI BB AT R B B SR A R TR R B,
NETCA 5 RA ZEi@ A SR SRS TS0 IAEREUREE,
NETCA 7EFBASEBERISIERERIEKRE RA EMHE , ERXARBLHSE
MEH, EEEISREH , NETCA (RAT AN RS CSNRSEELTFEREE ,
FiC BB EE B T SEEEE |, 10 NETCA AN SEEEEE
A8 , BEESKRIES , FEESHEN RA , EEEENE , BEFED
RS EIER,
EREAS | B RA MEAERIINEEANE , @I PG BRI 7R
hHHHTEB RN SBALT BT FEEEE. RA FTIAKBUA R ARSI
o WiL/\NEEEAN
7 RA Bl SE R S AN
ER I AN
oS, EBFHBM
HESITRAENAT

4.4 iEBIES

4.4.1 iFBRYEH
RS K , NETCA BiEH &7 NETCA iEHE,

4.4.2 EZEBRIB
RIEARRISERERIE | LA TMEA—FMERIIR T PEZEEHIES
1. ZPABEBANCRLEEF ;
2. ITPIREE IR R EZEEE ;
3. PR ETEZEEES ;
4. SITPHYERIEESI.

4.5 ZAMFHEPRARYER

4.5.1 iTPFASAFEBRIER

URRBER THFIEREH e ERERXYNAIFAH. ITPESERIEBR
INEZAEBEITIRE | FEAIFHIN A BB REREIE . 1T R BRI YIR
BFEREXEEEM. NETCA CPS FIEERIMN.

L. ITPRAPBRYERNASIERS "EHMR" (KeyUsage ) BUEK ;

2. ITFFARANERRICERMNAFEIT PN AIESK

3. WPEEREBRINARRINATRARH TR FERR |, BRIEZELITH

IR NXHTRFER , FETENBFERN , NEMRZERREE

7R TR SN PR A %22 1



@ WL
o IS - 45 B V4.5 NET CA

Hg e (EUE B ERIEAE R, 1T JTFNZLEEERFAR) ;

4. TP R IEFATBRYES |, FERENGIEAVEHEREE LLFASEROER. it
B, WENERERIER ;

5. PJPAARPBERBTIELES ;

6. IJPLEHMEEFBALER , NMAEAE NETCA RiEFHEFAEXINAY
U |, LB E LSRR,

4.5.2 (KBt AIEBF25RRER

IEPRARER S R EX A SR NER I LUBSEE I PR T
BFRSS  BEAERIR A HFES ALY, MIBFRAEREEEUT=
ANGH :

1. WuhzuEBA NETCAE X ;

2. MEZIFREEIEHIN ;

3. ERIZIERREWTHE. Ee,

IERRER 5 4kHE NETCA BUtEXIRIERETE | fREB XX A EFIEBAYEH
2,

EPFERET |, IEBKES 288 NETCA CPS |, BiSEESHIEIEP
{5 B ISR IR SRR E R/ BRI PR TH ST AFSIE R
Fi&RSIERER | {5 e LAE4RIEI,

4.6 EHEEH
IEBEHREEABEDEBFRINE  SRIEBHMEARTAEERAENERT |
NI PER— KA ERE RIS,

4.6.1 EBEFRAIER
1. IEBSEIHIEC R, NETCA HEEIRERER , BRENLtTFE
SRSH BRI FITFARER(FER.
2. TP EBNAER RS RIE.
3. NETCA BUSRBEE RSB AEEME IBHEHERRA.,

4.6.2 IEPEFSKALIE
IEFPEFEK T LAB LA TS
1. F&LEH , RESTIERARTHERGTEENER. BMEERENEIEl
Bl , Bid NETCA MUtz @RI , &9 NETCA IEsCRAZEH RIS
ZIREXNIEPAIFATEHUEIREXFIS . B NETCA S&FAGER.
UPHEERBPNGIEREZ G | RRERERRBINER AT RAIFA
PHTEFENIER.
2. B&EH , EEMAIEREHER. AN PSE RN RERIERER
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FRISRMSMDIEBAMEL | 2 NETCA sH RA HTIEREH. HBMHE
AU RS A 4.2 RIEKERE.

4.6.3 IEPEMIER. KHMTRES
1. EREFNERSAY 4.3 #HE ;
2. IEPEFNABIITFRIEBEZSAN 441, 44.2 REER.

4.7 iEPE5AEH

TEH AT 2T P AR — XS S I AP RIS | Bate
HENIBER S ERAIEREH, NETCARESITPERMEFAS , bR
BT PRI EIE K,

4.7.1 IEPREAEFRYER
1. FErEtRImEEITERZE
2. UEBFHAEZREEIRS
3. ITPEEERCRRLIERERRIERNHRIS
4. NETCA RISRISEREARXREZREZNS I BHERRA.

4.7.2 EBEAEFNERALE
IEPERBEFNERAILIESA 4.6.2 18E.

4.7.3 IEBHAEHIER, KHIMTFES
1. EREFNERSAEAY 4.3 #HE
2. UEBEHRIRBINTFROEBZEZSAX 44.1. 44.2 f8RE.

4.8 EPEE
IEREEEBIERITPRIEE A ERNHITHIEFREICALGIE, R RIE
FICHABHIEN , WFEEEHFHIELESR,

4.8.1 iFBEEAYISH
U FREEEERET M HESESIARRHIE PRI E RS, XEEER
LR : FRBFR. FIREp ID, Fr@Eiie. {Fit. BBFhpEE.

4.8.2 {EPEHEIGKALIE

WP EBEINAFRIRRIEREE RIERMNS DI I NETCASE RA
HTIERETE. HEHEAREAX 4.2 HEKER,

MRS REEPABTETEN  WEZESFH T PEIWERRGER, HaESR
BAX 4.2 HEK , BIGHERLES (824 49 ),
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4.8.3 IEPFTHENER. KHMNTFES
1. EPEESRAEBERSANX 4.3 18E ;
2. EBZERFRITFIFNERRMANTFRIUEREZ SR 441, 44.2
METER.
3. IEREEREFHEFRIERS R CRLERSRHEARL 495 .
4. WSREBEENSRABERICEATIIZMN , N NETCA 5¢(H RA ~F
&, BRIESTT PRI BELIE.

4.9 EPBRYEHTEER

4.9.1 iEREEAYIEH

1. IEPEEREEEE BRI FRRES ;
IEPERBZTRFIBRINBR RN ;
MEPBFRRYETE ;
R SIREERIRSHERAIMMYEIES ;
T PEEERNRRLIES EHERS
1J 1B/ NETCA CPS sy & TRIMERIEB MY ;
HEe BN, GIRNREEEBERSER NETCA #TIRRTEK A EARESR
e,

IERASEHEEETLARIT FPREH RS | Bl AZNETCAR A SIEEREE
HAHITPIER eI Sei] PR ELaERAIEELME T EH.

4.9.2 EPEHROLE
EREERFTHIBTR AT FEERBUCERN KRS IR HEER |
FHEARI 3.2 HEKEHSIERMA , BINETCABHRAHITHIS.
NETCABRHRAIZAI 3.2 NEXHITEMEZELE RBIRNERFPTHK
UEBRTEEERE.
SNETCAEHRAESIEHE IR , BT EE R RS ICHIEX
EAUENTF |, IMTPEICRIERR DV EMAREANINETCA | BREICRIERR
BRBREALITFR , RESHEITF#E,

4.9.3 FHIBEAYEEPRER

EREFETHIEPRIBEA |, ITFNSE—REEAINETCAZHERA |, 1NR
W PARBEEZRBIENETCASERARI T FHEHEIC , WFEBBIBEIFELX |, 55
BUERIEEE,

No v s wh
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4.9.4 EPiEEERRLIE

W RPEERRBEFEREHEEAMERNER FTiRAREINETCATHERA
BHTERER |, ATLASTHITIES | BIEBiERE.

FrEIEHERRIEEKRNETCASHRAZIE ARIZIIERIBA (32REE ) B
B, HEARBAREREZTERRBEHTECHER. VER , SIEARA
DBRBEdEEICHERRSNEXREA. kS MmiaxdE . NETCAEHRAS
A REPESHATIEBAYIERERE,

ITPERBEIETRIERES |, RE/2ZMER |, HAX 3.2 HEHEIZEK
FINETCASKHERASTAIEBH EHHFRIEa B BERRIERIR. &l PARE7 2/
SENETCADERFHFLEEAY , NETCABBUEIZIEIEE.

4.9.5 IERHENERIASH AT

HARMREPBHTHETIER . NETCAEA/ N ZEERMEINETCAF
B, AFEHREARCRL, 3% HEERIEBREAICRLEIRE24/NFRA LA
B IERFIBERIURLIREX,

S EAOEBITHA S EEE R SN TR R RICRLAE.

4.9.6 KIFHEEIERIKSHER
KIARIER SRR |, R TS RE BRI RIS :
1. CRL&Eif : (K75 MIEPFIBBAY URL & NETCA A& CRL F|
A, NAPEEIFTREIEBIVIAE ;
2. OCSP &if : 1@id NETCA #2{tHJ OCSP RS , #Kifi/5 eI LKA OCSP
1MEEIS NETCA & ARIFTRENEBAPIRE.

4.10 IEBIRSIRSS

NETCAIRML7* 24/ NS EPIRESEIAIRS.

PRI S eI LAMNETCARIM UL EL B RIS 28 FECRLEIEIERIRE |
S FEANETCA (555 =7 ) FIOCSPEFIRT A ( 50 ) MTELANERIRE
BIEiA, NIEELIT /|, TEIEENETCARIRMGS_E R CRLIZM | B IS {4a]
BEEEREPIRE,

NETCAZEZ=HIOCSPHIRIRTELLIA AR | E AT BEiE Rk ML ST s/ i
ROEE. NETCAR ARELR SR HEEHIAIOCSPIRS.

4.11 iTHagssk
LA TRGRME I | SEBRE T4t
1. IEBEENEARIRIERES ;

¢ IZIETEAR “4.9. 1 IETEMIINE L FE I A 2 .
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2. MEBESHIRE TP A B TP B AR
4.12 FSRERL. FIHHIRE

4.12.1 ZRRERFNFD

NETCAMARGNTFIERS , 8BEEBREHAXTEIT FAEENETCA
MR FERUER . NETCAHAIRTBHAARNIZZSAXTHTHD ; MIIZ R
RSN AR ZSAEEFD ( LATNERKMC ) =4, #AEKMCEHITE. &
PEEFRORZFLFELI IS,

4.12.2 ZiARIIRE

XENF RS RMET PRINZEZREIRE. 1TREKMGEERINZEE R
MEFEKEIER FURIEERREWSS , RN
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fd.

6.5.2 ItEINIREEFR
NETCARIIH BN A S Z 2 FRENLEBIEER R R LT 2RIPFEFRID
BN ( FEARFETEEZREGBL7859-1999 ) RIFEHAR © HAIeiERFRK.

6.6 AasRHARIARES]

6.6.1 RFFTA&I=H
NETCARSAIER G RERB~ REERBAME , FEEZRAVEXRIR
ERIRLE.

7R TR SN PR A % 40 T



@ WL
o IS - 45 B V4.5 NET CA

NETCAESKHE A B/ MIRYE AT A B FFS1S09001:2008REEX , #
ETERIENMEZAI R REZ R,

NETCARPAERFERHERZEREBEER NVARNETREHTELE
MEERER.

6.6.2 RETeHHE=H
NETCARTAMER G A A RN TRIFHERMRAEITIEH  HRBR
RN TELEARZBERE ; INERANEAAREHLEER/NERNE,
NETCATEZZRR N T BRRFFRZBIXH B TIUE , BFEMNAINRA
%3d,

6.6.3 ZLETREH

NETCAINIERGTHECELUR B TIESERSICRESR | AFIEEXRIEERE
PSS  SEREANERFRINEAR. HEMELERE. HIEANER
FZEROHIEE. HENERFNEES  RREANERFEENRZE | BHLE
ESEBUNIERS

6.7 MERE S

NETCAINERFHRIBE SSRENAR Mo AFRNXE S XEZ(E
EEAR RENSPEEHITRIP  FERENRIRURSE , SPHXEEKE. CA
SRANTIRERR Z ERIBERAVPNEH ER 2B EMUEE , FFRAZES
IIAIERIR,

NETCASIMB L EIREAVERIFMRA. MNRASTEFH , RIFEERRI TR
. AERREERNE IIRNART EEEXEMKIRE. FEXEIRENE
ERRSOSER/NENKENENERK , REEEREHELINXENOS.

6.8 #=FAIAIE

NETCAZECAR R EPERBIRSES | 1ZATBIRSEE KA EE RN ERE
(UTQ) , BEPEENRFEER.

CARFHIFTEIRSESEB ST BIRSEEMRTRIEL | (RERAZEFICRE
ERIATE 2 EREY,

NETCARRHEFRTEEL ( DTS ) ARSS , fFSRFC 3161tk , FBEFD.

57 iE¥H. CRLFIOCSP

7.1 iEB
NETCAARBEBREGS (GB/T 20518-2006 EELZSIA LNAEMIZHE
BRI . (GM/T 0015-2012EF SM 2B B &L AR EIIE PR TS )
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REESR , HIRAITU-T X.509F1RFC 5280 EFRMENTE , SUEFREBOIREY
&, > FFEENXY R

7.1.1 BR&FS
IEBRAS /X509 V3,

7.1.2 iEBT RBIR

NETCAIEBSHFAIRAET REE

FEAAI% ( Key Usage )

IFBESRE ( Certificate Policies )

FOREHEEFR ( Subject Alternative Names )
EHA[R#! ( Basic Constraints )

Y EZEHIE ( Extended Key Usage )
EHiFE5IER S % ( CRL Distribution Points )
PRAEMMZSERATR ( Authority Key Identifier )

® F{REIHFRATT ( Subject Key Identifier )

NETCAt37#5GB/T 20518. GM/T 0015-201 2k AR B FIS EHFE B
NETIEEINET B | FASRPEENFABY B | aItRiEA e BHIE
KEHl. FABT B—RER FAIEREI,

M FBANRIBZRABEIEFRBIRIKFIERY B . NAMIZEZ IS,

7.1.3 Ejx OID

FFRSAEEIFH , NETCAfERIshalWithRSAEncryption EiEESKIES
E3£0IDA : 1.2.840.113549.1.1.5,

SHFSM2ELEIFE , NETCA{FERASM3WIithSM2EE8 &I , HESAO0ID
39 :1.2.156.10197.1.501,

SM2EEZENE , AARIRAECCHEME N NIBEZBEL, ODA
1.2.840.10045.2.1 , 58880+  #RMRECCRZE ASM 2RI L AN SAR R0 EL % |
#i£0ID : 1.2.156.10197.1.301,

7.1.4 KR
IEPERZFRAUAN IR IVERA 3.1 2K , DN,
BH NETCATUARRNERSIFEMREIRETRY B AEARERERY RHA
DS SEBERINEMBRZIHMER | CEAIEFHbEbit. RSSasaYIPHEEakiE
2.

7.1.5 iFBEEAMAE
NETCA RIEERZBEEBAVEXREK , TEMERIEBHZHRE.
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NETCA ERRIEAIEBHEMERRAIL ( Key Usage ) FRERHHISIA T ILLEINIE
RIRFFE R BTHARRAE. 1T AWKES LU RIE I BRI SRR AT i i H 48
FIEBRIER=.

7.1.6 iFHEEE OID

IR R RIE BT ERIEHIIING  FHREFRMREC AR ERFIERER
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i,
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T BE(REHEE FEZIEBEINNE) RIEVEAIES EHSREOID
¥ :2.16.156.339.1.1.1.2.1 (B%A) / 2.16.156.339.1.1.2.2.1 GEA).

7.1.7 REEPREFANEZINIEN
ENETCARMMMUAMEBANER RIS BIIHPE AT CPSIRISIRERT | I=HtT
FSMNETCA CPSHYURL , \ARETLASKENNETCARY { RIEEEE AR SHIA Y ,

7.2 CRL

NETCARFHICRLIFE (GB/T 20518-2006 {EE XA N AEMIZHE
HAEPERY . (GM/T 0015-2012EF SM2Z B EL XIS AIEPEEE)
RITU-T X.509. RFC 52804rAERSE.

7.2.1 [REFS
CRLERAEHX.509 V2,

7.2.2 CRL #1 CRL £B¥ RBIR

NETCAR#MICRLY: , @& TLATY BN

o NANMZIHIFRRT (Authority Key Identifier )

® CRL®S ( CRL Number)

® Delta CRL #57~%F ( Delta CRL Indicator , {XF8FDelta CRL , x5

TE)
NREEHENHTENRE  CRLEBNSEESHEHEREY E( Reason
Code) ,

Rz AN SRIBRIAREE R BIRIKBAICRLY BaECRLEBY & | WAsEE
FiZCRURIGIFIEBAS TR,
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B, MNEEMBEEER. 280, NETCA OCSPAIZHFNonce,

7.3.1 KRFS
OCSPheAS7 V1,

7.3.2 OCSP i RIR

NETCAKR{EROCSPIERY RN, JNRIBEIOCSPIEAIR[Eunauthorizedt’
=B, IEBIRElunknownREEERBELEFERBAT R | NINIZEREERM
I EBIRZIEBAGERIRE,

SB8E AN ITFNE fRiT(,

NETCAZETPOEBERLHIE] | FHASYSR RS RISITEER. NETCATES
ERETNEIRS S MAANEE RS, ERREBEAEBILSHE 12
FEEH TSR BEALA T AR S = SRS, HESE=
RSN R RIE R P S L ST,

8.1 EHITHIKIE

HiT A TIREMIE NETCA RETRIWEHEEXEKIEEEHKE (F
ELARTMERFEREX). (BFNERSEEDE). (RILEEFHAERLSHR
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X, GEFFREFPALRS WS | UREFRISERET  BREFEEREEE
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MpE. RERSRE. REZFNGERIBER.

8.2 HitAYAzat

B ISR SPRREiL .

SMBETHHREAENEE S ], S IS0 gs NETCA
S = S S R FIAERS S HTHET SiTME, BitRE. T
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PIRBRRLHEAE NETCA ETRSA RMUEMEE. TRIES TR
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NETCARREEHITRAMAER—X , #EEFHIT IRERLZERINEIT
5. ANRBEIUFIRE RN RIRZEN BT BUXRITS | 5 R THEECE T EERURTA
EN AR UEELAMRERME. ERRIERE. EANRAREES,
ExEFANERS TSP IBRIFEENTF—IX.
EREINERISHEEAZFE X,

8.4 HITEIFHARRIER
NETCARYAEBERITEIA A RERFER AN SHIPKIRAKER | 25
JREERZEEEE) , FREREEE/NAES,
HMERERT RS A RIVR BB EMEL EEER JHE.

8.5 Wittt ARS NETCA FIXHR

NETCAREREHIT ARERSWEITIIRIESEREK , ANETCAER.

NETCAREBXIE I ERNABEABEKRERITFENREEREXRR , (IR
NETCAREER , tBeJLARIENETCAER.

HMEBERIT TS AR ASNETCATSHAIBRETTEGIT A2 /MO SS. 155
RS EE RIS E MR E X R,

8.6 HIitKIHERINE
NETCAREBE I EIPIES RTINS EIELLT -
* NREHE
o IENERERRLEE

& RGN HEIEITER

o HIPEHE

® =FIRSIEERE

o SZEEEALE (WLEM. CPS. Xpei=H</5H )

EHFRIER PRSI EHER T BER BFELL EREH—ER5.
ExEFANERS EERPIERNFREFEATEREAPRIRHTEK.

8.7 MaESA ERINAIHENE
NREFH B ETEPRIRFTISCE AR RHAFEEE , NETCAKRIE
T EGTER S HIEISCIEM EfENE | FriRe BB/ AN ERLT.
MTERNZERE NETCARFSEMN I FHNIEER | LIRusEzH X,
RSB

8.8 WitHIHMLEERIEESRT
NETCARZEERS N ERGH I BIHAE SRR Z BN IR,
BRABEEENER , NETCA—RAAFFRITEIHEER.
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NETCAMHIERAIE &, B, BRIKSTNERKBIRSEZR  ® TR &R
BYNBD (BFANERS IS B EIRE) BOSEENM E  EEHFIERN
AR AER ( WNFESRF. BIRARA. ERMASE )  NETCARERNZEAYEL
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RS | UEPRE HiHENEE
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BB RSERS Y E LSS DIRN SN,

9.1.2 iFHEDZEM
NETCAXS & EREREFFEIEPEIAA T IE.

9.1.3 IEBRBIERERER
NETCAXS R BEREREEHAICRUE A 28 T EFIERRS.
NETCARJOCSPRRSZHIH BEEFIRNE B REETRSRIEZ P AIBRSS Y
ERIITHLER.

9.1.4 HElR5S%ER

NETCA%RZHRMHARCPSHNER I STERBRIBERE THARSS.
T EFPEKREFIRIARSS , NETCAEIBUTEZEF.

9.1.5 BFREIR
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P TIES

9.3 AISSIERHRE

9.3.1 (REFEERICE

NETCAFTINEZRSEEIBERRTFUTHE :

o TFHINARGBEM (8k) TWEER ;
NETCAREMIETWINEB I S IBER ;
FrERFARIEE ;
NETCARNIZITEIEFNCR , AR TAMERITR ;
NETCAS\IISRIBNMBREIIER , SiEFmllitkl. HEEE. RS
MEMEIEATINN TAE=SERIRER ;
NETCAREWSRIBTIIERNEIHRE. HIrERAEMEEER ;
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o HEUPHESEMFIFAAREEE.

9.3.2 AEFZEHANER
LATMEENETCARFINGRES TS
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CPSHER.
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9.3.3 FIPFEERRISE
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EXRREER. XMIKERENER TREREKRING , NETCATHR
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9.4 MARFARE

9.4.1 [SFARIPHE

NETCAHIZERRFAMRIFEREE FTEEXAR( BENETCARERARTIEAR.
TP%F ) RAr-g8THENATREHE,

NETCAHIEEIZMBREZRNALEE  RESEZESFARIFREE LARFSEZRIEZN
AYZEK.

9.4.2 {FARFALIERIER

HANETCARKEINATEIER. CRUAIIANERHIEE (BFRREA ). iTF
RURBRERIIHENRFAS LI,

9.4.3 RiBRAIBFARIEE
FTETEIED. CRLEEBRIITFEEAHRMARRFAER.

9.4.4 (RIFIRFASRRIS(E

NETCARIZAIZ 9.4.2 FRFIRIRFAMSRHITIRIP | BALEHHEE, RBENETCA
RN AR T EEMRFAER | BIHHIRERAYGE)., SR,

9.4.5 [FRARERMSHMSRAE

NETCARTER M SeERFEAARII9.4.2AT5HIESRAER | BEITFSHIR
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FHEEHL SEERREFAMERER  FEEEFANRRE. MiEx. ERE
A, &KL LERFAMERERT , NETCAFGBRIEMANTERFEE . EUIRIERK |
FREENAYTE. KiFRE.

9.4.6 {KiEEKITHIZFRISRINEE

SNETCAEEZRRGER. MENEKRT | S ABRIER T RUIRER
9.4 2hRIRRFAMSERT , NETCARTLURRRIZR. MESGERFIRIVER , AHE
BB ILTERAISFAER. XFREARRENNIER 7 IRERIERFINSS  NETCA
FEBIHASEE.
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HRFEEEAA R TEMRE , ERNETCARFESEEMIIRFAGE. |
NETCARTARIEISIN St T EE . SSRIXMIR R T 0I5 AT E A5 AINS(E
X5 , NETCAREIBH IS BXRIIE B T AFRRFAGES BINMBIRA. R
NS ESRE,

9.5 IR

9.5.1 NETCA BSHBERIFIR~FER

NETCAZAFHREBIHEB AR NETCAIRHAISZBRIGN— AR , &
TRERNRETHREN. SN ESFZNZE.

NETCARITHOERRELASER  LARNETCARRHAYEE, R, X
{ER. RIADE R BIR—DRRIN. AR AUSBTNETCA | iXEAMNRA
P EFEFIBERAIS S, CPS, REE A ERFME.

ERBNETCATUS s BERSRBR T TR EAEBEHA. (FE. 5
KRIFNEREZ 5 | (FREIEZERINETCAFERINER. iR, XZH a8
SZERENER. &Air. KZHBESIRS.

9.5.2 NETCA {ERE MR~ a97=E

NETCATEERRSS RGP EFRRYEIEIR SR . SENMRFEFIARRIRIFF  HA
IR RCAER R ESRTE , NETCAIRIEERE &ixaAAHERIA,

PSRRI AREHRIEERTENETCAFERRIM SIS, 1P,
FEREAEEELERHERRIRHNAMESEHIEEXERTREEIEE=A
AIRER. IRSInE. ARBMEEEHIRFNERA , MEARTIEZER 8
EEE. FHmNEFERNELAR. AAFRF. RECAGCERTHEIRS
fib A

9.6 BFiA5i8(R

9.6.1 NETCA fIpRiR5iB(R

NETCARYIB{RANT :

o TEHUAIERERBIIMMAIME R FEANETCARAIAEREENETCAREIR
BRI,

o TEARGIERRT  FRAIEEBIENFIEZ , FUERPRESESNETCARTILE!
FIEERE—

o [RTREWIEANTFERINERPHSIERHPEHSEZFAEER
B2 IERBRY.

o TR FPENERRFEACPSHIFTEERMEEK.
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NETCAENT FFRES BRI ERRY SSERA_ ERIERRIARL
RIS ESNE LS

HerIMRtSEESI ST PRIRS M.

9.6.2 RA HBFiAS1BR
NETCABIRAIRIFUNT :

°
°
H

RABENETCAFITHRSZENE. RASFNEEEK, (RIEER
EAINBINETCARIBRS R EFIEIE,

ERZAIHEIE B RIS A RARTRINI SR E RARIFEIRFRIA,
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FEERF—EL

bR T REUEANT PEEINMEBFSIE RS HESEINMERER
&2 ERREY.

BRATTPRNE RS ACPSHIFFAELRMEK,

EACPSHINE , RATQMEIERAGEHEER RS,

ERMFRA SRS STTFPRIBRS Y.

9.6.3 iTFRIBRA SR

TFRYELRIT -
o RASIEBFEARENNAFARRTHTHE—XER  #RIJFECS
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19,

UPESEREERIER. 1T RIERSEIEBBETAIETWIRT NS89
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RETRIBERAT
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ERIERY.

® (KISTEESRUTPRILEER , BNERBRIER  FIBAESNETCAR R
RGERHEBSHAN |, BIEEHNCRUIGEIEBIVAT , BEIIEBEES

EEH.
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9.9.1 iJTFHIBERTER
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9.9.2 {KHBMIMEESERR
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9.10.2 £21k
SHFMRARICPSIETUARERERT | IBMRAHICPSIEERELL,
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SRRIEE NIRRERSRIT TR , FreETsiEE.
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